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Chuong 1. OpenClaw la gi va dung dé 1am gi — Chaprer 1. What
OpenClaw is and what it is for

OpenClaw la mot trg Iy Al chay trén chinh may tinh cua ban. Thay vi mé trinh duyét vao
mot trang web dé hoi, ban nhin tin cho n6 qua Telegram, Zalo, WhatsApp hay Slack —
nhitng Gng dung ban van dung hang ngdy. Tro Iy nhan tin, lam viéc trén may ban, roi
nhan lai két qua.

OpenClaw is an Al assistant that runs on your own computer. Instead of opening a website to
ask a question, you message it through Telegram, Zalo, WhatsApp or Slack — the apps you
already use every day. The assistant receives the message, does the work on your machine, then
messages the result back.

Tai liéu chinh thire goi nd 13 mot cong trung chuyén ty van hanh: phan mém ndi céc tng
dung nhan tin véi mot tic nhan Al Phan mém mi ngudn md, gidy phép MIT, do
OpenClaw Foundation — mot t6 chirc phi lgi nhuan 501(c)(3) doc 1ap — béo tro va ky
phat hanh.

The official documentation describes it as a self-hosted gateway: software that connects

messaging apps to an Al agent. It is open source under the MIT licence, stewarded and release-
signed by the OpenClaw Foundation, an independent 501(c)(3) non-profit.

KENH TRO CHUYEN -
CHANNELS

( )\ TREN MAY CUA BAN - ON YOUR
® Telegram % Gateway MACHINE
® Zalo tién trinh luén chay - céng 18789 Agent
. P . . workspace - bd nhé - ky nang
o WhatsApp Dinh tuyén tin nhan - Routing - J
o Discord Phién lam viéc - Sessions ' Mb hinh Al
Iscor OpenAl - Anthropic - Gemini - cuc bo
Bang diéu khién web - Control Ul
® Slack
Xac thure - Auth Céng cu
® iMessage - Signal chay |énh - doc ghi tép - trinh duyét
. J

va 26 kénh khac

Hinh 1. Tin nhin di tir mg dung chat qua gateway, t6i agent chay trén may ban

Figure 1. A message travels from the chat app through the gateway to the agent on your machine

1.1. OpenClaw khac gi cac dich vu Al trén mang — How OpenClaw differs from

cloud Al services

Khac biét ndm ¢ chd phan mém chay ¢ dau va né duoc phép dong vao nhitng gi. Mot
dich vu AI trén mang chi doc dugc thtr ban dan vao 6 chat. OpenClaw chay trén may ban
nén né mo dugc tép trong b dia, chay 1énh, gui thu, va nhén tin thay ban — trong pham
vi ban cho phép.

The difference is where the software runs and what it is allowed to touch. A cloud Al service can
only read what you paste into the chat box. OpenClaw runs on your machine, so it can open files
on disk, run commands, send email and message people on your behalf — within the limits you
set.
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Tiéu chi
Aspect
Noi chay

Where it runs

Dir liéu di dau
Where your data
goes

Poc dugc tép
trong may
Can read local files

Chay duoc lénh
trén may
Can run commands

Nhin tin thay ban
Can message
people for you

Chi phi
Cost

Dich vu Al trén mang
Cloud Al service

M4y chu cua nha cung cap
The provider's servers

Gri 1én may chu, theo chinh sach
cua ho

Uploaded to their servers under their
policy

Khong, trir khi ban tai 1én ting t&p
No, unless you upload each file

Khoéng
No

Khong
No

Tra theo thué bao cua dich vu
A subscription to the service

OpenClaw

Mady tinh cuia ban
Your own computer

O lai may ban; chi cau héi giri toi mo
hinh, va ¢ thé dung mé hinh cuc bo dé
khong gui gi

Stays on your machine; only the prompt
goes to the model, and a local model sends
nothing

Co, trong thu muc ban cho phép
Yes, within the folders you allow

Co, theo chinh sach cong cu ban dat
Yes, under the tool policy you set

C6, qua kénh ban da ndi
Yes, through the channels you connected

Phan mém mién phi; tra tién cho mo
hinh Al ban chon

The sofiware is free; you pay for the Al
model you choose

GHI CHU / NOTE — OpenClaw khong tu no biét suy nghi. N6 cin mot mo hinh Al ding
sau — cua OpenAl, Anthropic, Google, hodc mot md hinh chay ngay trén may ban. Chuong 7

n6i kj phan nay.

OpenClaw does not think on its own. It needs an AI model behind it — from OpenAl, Anthropic,

Google, or a model running locally on your machine. Chapter 7 covers this.

1.2. Nhirng viéc OpenClaw lam dwoc — What OpenClaw can do

Duéi day 1a nhimg viéc ngudi dung giao cho trg 1y nhiéu nhat. Mdi viéc déu thuc hién

bang cach nhian mot cau tiéng Viét binh thuong, khong can nhé ca phap.

These are the tasks people hand to the assistant most often. Each one is done by sending an
ordinary sentence, with no syntax to memorise.

« Poc va sap xép tép trong may: tim hop dong ky thang trudc, gom anh cong trinh theo
ngay, doi tén hang loat tép quét.
Reading and organising local files: find last month's signed contract, group site photos by
date, batch-rename scanned files.
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« Tom tat tai liéu dai: doc mot tép PDF tram trang 16i tra 101 cau hoi vé nodi dung trong
do.

Summarising long documents: read a hundred-page PDF, then answer questions about it.

« Theo ddi hop thu: sang nao ciling tom tit thu dén trong dém va chi bao viéc can tra 1oi.
Watching your inbox: each morning, summarise overnight mail and flag only what needs a
reply.

« Nhéc viéc theo lich: dat lich nhéc, nhan dung gio vao cudc tro chuyén ban dang dung.
Scheduled reminders.: set a reminder and get the message at the right time in the
conversation you already use.

« Chay viéc lap di lap lai: mdi chiéu thir sau 1ap bao cao tuan tir nhat ky cong viéc.
Running recurring jobs: every Friday afternoon, build the weekly report from your work log.

* Lam viéc voi ma nguén: doc mot kho ma, sira 16i, chay thtr, bao két qua.

Working with source code: read a repository, fix a bug, run the tests, report back.

CANH BAO / WARNING — Tro¢ Iy ¢6 quyén to1 dau 1a do ban dat. Mac dinh n6 chay Iénh

ngay trén may that, khong c6 hop cat. Doc Chuong 13 trude khi cho nguoi khac nhin tin cho

tro 1y cua ban.

How much the assistant may do is up to you. By default it runs commands directly on the host, with no
sandbox. Read Chapter 13 before letting anyone else message your assistant.

1.3. Ba tén goi ciia cung mot phan mém — Three names for the same software

Tim tai liéu vé OpenClaw trén mang, ban s€ gdp hai tén cti. Pay la cung mdt dy an, doi
tén hai 1an trong hai thang dau nam 2026. Bai viét mang tén cii van ding vé y tuong
nhung sai vé tén 1énh va dudng dan tép.

Searching for OpenClaw material online, you will meet two older names. It is the same project,

renamed twice in the first two months of 2026. Articles using the old names are still right about
the ideas but wrong about command names and file paths.

25/11/2025 27/01/2026 30/01/2026
Clawd Moltbot OpenClaw
séng trong Clawdbot The First Molt The Final Form
Anthropic yéu cau déi tén vi tring nhan hiéu “Claude” — coéng dong binh chon tén mdai trén Discord

Hinh 2. Dy 4n dbi tén hai lan: Clawd, réi Moltbot, roi OpenClaw
Figure 2. The project was renamed twice: Clawd, then Moltbot, then OpenClaw

Tén dau tién 1a Clawd, séng trong phan mém tén Clawdbot tir ngy 25 thang 11 nim
2025. Thang 1 nam 2026, Anthropic giri thu yéu cau doi tén vi tring nhan hiéu Claude.
Ngay 27 thang 1, cong dong binh chon tén Moltbot. Ba ngay sau, ngay 30 thang 1, du 4n
chét tén OpenClaw va chuyén toan bo kho ma, tén mién tai liéu, goi phat hanh trong
vong ba gio.

The first name was Clawd, living inside software called Clawdbot from 25 November 2025. In

January 2026 Anthropic wrote asking for a rename over the Claude trademark. On 27 January
the community voted for Moltbot. Three days later, on 30 January, the project settled on
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OpenClaw and moved the repository, the documentation domain and the published packages
within three hours.

MEO / TIP — Khi tra ctru, thém chir OpenClaw vao tir khoa va bo qua bai viét trude thang 2
nam 2026. Tén 1€nh cli clawdbot va moltbot khong con chay.

When searching, add the word OpenClaw to your query and skip articles written before February
2026. The old commands clawdbot and moltbot no longer work.

1.4. Nhan vat Molty va cach doc tai liéu gf’)C — Molty and how to read the original

documentation

Tai li€u chinh thue c6 giong van dua quanh hinh con tom hum. Molty 1a t€n nhéan vat trg
Iy — mot con tom hum vii try. Cac tir nhu claw, molt, ClawHub déu xoay quanh hinh
anh d6. Biét vay dé khoi mat thi gio tim ¥ nghia k¥ thuat trong nhitng chit chi 1a tén
riéng.

The official documentation has a running joke about lobsters. Molty is the name of the assistant
character, a space lobster. Words like claw, molt and ClawHub all come from that image.
Knowing this saves you from hunting for technical meaning in what are only names.

Tén riéng Nghia trong tai li¢u

Name What it means in the documentation

Nhan vat trg Iy ma phan mém dugc viét cho

Molt :
Y The assistant character the software was written for
Gatewa Tién trinh ludn chay, diéu phéi moi thir — phén cdt 161 cua phﬁn mém
y The always-on process that coordinates everything — the core of the sofiware
ClawHub Kho cong khai chtra ky nang va phﬁn m¢ rong, & dia chi clawhub.ai
The public registry of skills and plugins, at clawhub.ai
it Goi thiét 1ap co danh s6 phién ban dé dung mot agent méi
A versioned setup bundle for creating a new agent
: Cong dong ngudi ding quanh dy én
Moltiverse ong cong ng £4d j

The user community around the project

1.5. Phién ban, giﬁy phép va cach du an dwgc van hanh — Version, licence and

how the project is governed

Phién ban danh s theo nam va thang. Ban méi nhét khi tai liéu nay bién soan 14 2026.9.5
— ban phét hanh tht nim ciia thang 9 nam 2026, ra ngay 19 thang 9. Cach danh sb nay
cho biét ngay ban ban dang chay cii bao nhiéu thang.

Versions are numbered by year and month. The latest release as this guide was written is

2026.9.5 — the fifth release of September 2026, published on 19 September. The scheme tells
you at a glance how many months old your build is.
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Muc Gia tri

Item Value

Phién ban madi nhat
Latest version

2026.9.5 (19/9/2026)

Cach danh s6 Niam.thang.s6 thir ty trong thang
Versioning Year.month.sequence
Gidy phép MIT — dung tu do, ké ca cho viéc kinh doanh
Licence MIT — free to use, including commercially
Bén quyén .
q. Y OpenClaw Foundation, 2026
Copyright
Kho ma

Source code github.com/openclaw/openclaw

Tai li€u goc

. docs.openclaw.ai
Documentation

Kho k¥ ning

lawhub.ai
Skill registry clawhub.ai

Quy OpenClaw Foundation tra lvong cho nhom 16i va ky cac ban phat hanh. Céc nha tai
tro dong gop tién va ha ting nhung khong so hiru va khong diéu khién du an; tai liéu ghi
r0 OpenAl 1a nha tai trg, khong phai chu so¢ hiru.

The OpenClaw Foundation employs the core team and signs releases. Sponsors contribute

money and infrastructure but neither own nor direct the project; the documentation states
plainly that OpenAl is a donor, not an owner.

1.6. Phan mém giri di nhirng gi vé nha san xuat — What the software reports back

Mic dinh phan mém chi goi vé mot 1an mdi ngay dé kiém tra ban cap nhat. Lan goi do
mang theo phién ban OpenClaw, tén hé diéu hanh, phién ban Node va kién tric vi xir 1y.
Thong ké tinh ning an danh mic dinh tat.

By default the software phones home once a day to check for updates. That check carries the

OpenClaw version, the operating system, the Node version and the CPU architecture.
Anonymous feature statistics are off by default.

Noi dung hdi thoai, tin nhin, tén mo hinh, khoa API, dudong dan tép va dinh danh may
khong bao gio dugc gui di. Mudn tit hin ca 1an kiém tra cap nhat, dat mét khod trong tép
cAu hinh.

Conversation content, messages, model names, API keys, file paths and machine identifiers are
never sent. To switch off even the update check, set one key in the configuration file.

// ~/.openclaw/openclaw.json
{ update: { checkOnStart: false } }
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Chuwong 2. Cai dat OpenClaw trén may tinh — Chapter 2. Installing
OpenClaw

2.1. May cin gi trwdo'c Khi cai — What your machine needs first

Phan mém chay trén Node.js. Can ban 24.16 trd 1én, hodc ban 26.1 trd 1én; tai lidu
khuyén nghi ding Node 26. Néu may chua c6 Node, trinh cai dat ty cai giup: ban 26 trén
macOS, ban 24 LTS trén Linux.

The software runs on Nodejs. You need version 24.16 or later, or 26.1 or later; the
documentation recommends Node 26. If your machine has no Node, the installer provides it:
version 26 on macOS, version 24 LTS on Linux.

H¢ diéu hanh Cach cai Ghi chu
Operating system How to install Note

Lénh mdt dong trong Terminal,

m2c0S hoic tai tép .dmg Chay tdt trén ca chip Apple va Intel
One line in Terminal, or download Runs on both Apple silicon and Intel
the .dmg
. Cai duoc ca trén may chu khong man
. Lénh mot dong trong terminal . i 7 g
Linux o , hinh
One line in the terminal
Installs on headless servers too
Ung dung Windows Hub, hozc Ngudi dung thong thuong nén chon
. 1énh PowerShell Windows Hub
Windows , . .
The Windows Hub app, or a Ordinary users should choose Windows
PowerShell command Hub
Windows qua . A A . e oan
WSL2 4 Dung dung Iénh cua Linux Hop v6i nguoi da quen WSL2
Use the Linux command Suits those already using WSL2

Windows via WSL2

Téi thiéu 1 GB RAM, 500 MB dia

. Lénh cua Linux tréng, hé diéu hanh 64-bit
Raspberry Pi , o
The Linux command At least 1 GB RAM, 500 MB free disk, a
64-bit OS

GHI CHU / NOTE — Tai liéu chinh thtrc khéng cong b mirc RAM va dung luong dia tdi
thiéu cho may dé ban. Hai con sé duy nhét co trong tai liéu: 6 GB RAM khi ty dung anh
Docker tir ma ngudn, va mirc ciia Raspberry Pi néu trong bang trén.

The official documentation does not publish minimum RAM or disk figures for desktop machines. The
only two numbers given are 6 GB RAM for building a Docker image from source, and the Raspberry
Pi figures in the table above.
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2.2. Cai trén macOS va Linux — Installing on macOS and Linux

M¢ Terminal va chay mot dong. Trinh cai dat tai phin mém, kiém tra Node, r6i md ludn
trg 1y thiét 1ap ban dau.
Open Terminal and run a single line. The installer downloads the software, checks Node, then

opens the setup wizard.

| curl -fsSL https://openclaw.ai/install.sh | bash

( 2N ) Terminal — bash

% curl —fsSL https://openclaw.ai/install.sh | bash
s.. Node 26.4.0 v
xong

v Cai dat hoan t&t. Bat dau thiét 13p..

% openclaw —--version
2026.9.5
~ % I

Hinh 3. Cai dit bang mgt dong Iénh trén macOS, mat khoidng mét phut
Figure 3. A one-line install on macOS, taking about a minute

Mudn cai xong ma chua thiét 1ap ngay thi thém tham s6 bo qua tro 1y. Cach nay hop khi
ban cai san cho nguoi khac ding, hodc cai trén may chii dé ciu hinh sau.
To install without running setup immediately, add the flag that skips the wizard. This suits

installing on someone else's behalf, or on a server you will configure later.

| curl -fsSL https://openclaw.ai/install.sh | bash -s -- --no-onboard

Cai bi‘ing npm hodc trinh quan ly goi khac — Installing with npm or another package
manager

May da c6 Node thi cai thang bang npm. Tir npm 12, trinh quéan 1y géi chin céc kich ban
chay sau khi cai, nén phai thém tham s6 cho phép; npm 11.15 trg vé trude thi bo tham sb
do di.

If your machine already has Node, install straight from npm. Since npm 12 the package manager
blocks post-install scripts, so the allow flag is required; on npm 11.15 and earlier, drop it.

npm install -g openclaw@latest --allow-scripts=openclaw
openclaw onboard --install-daemon
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Cach cai Lénh Khi nao dung

Method Command When to use

Trinh cai dat curl ... install.sh | bash Mac dinh, hop voi da so

Installer The default, suits most people
. May da c6 Node va ban quen npm
npm npm install -g openclaw(@]latest ’
p p £0p @ You already have Node and know npm
om pnpm add -g --allow-build=openclaw = Duy an cua ban da dung pnpm
pip openclaw(@]latest Your projects already use pnpm
Thir nhanh Chay thir mot 1an, khong cai vao may
1 latest j ’ ’
Quick try i OISR LI Run once without installing
Docker ghcr.io/openclaw/openclaw:latest Chay tach bl?t khoi h¢ dieu hanh
Run isolated from the host system
Muén sira ma hogc theo nhanh méi
Tir m3 ngudn git clone ... && pnpm install && nhat
From source pnpm build You want to modify the code or follow the

latest branch

2.3. Cai trén Windows — Installing on Windows

Windows c6 ba dudng. Pon gian nhat 1a ung dung Windows Hub: tai tép cai dat rdi chay
nhu moi phﬁn mém khéc. Nguoi quen dong 1énh chay mét 1énh PowerShell. Nguoi da
dung WSL2 thi cai trong WSL2 bang diing 1énh ciia Linux.

Windows offers three routes. The simplest is the Windows Hub app.: download the installer and

run it like any other program. Those comfortable with the command line run a single PowerShell
command. Those already using WSL2 install inside WSL2 with the Linux command.

| iwr -useb https://openclaw.ai/install.psl | iex

( 2N J Windows PowerShell
PS C:\Users\Ban> iwr -useb https://openclaw.ai/install.psl | iex

ok

ok

v Hoan t&t. M& thiét 1ap ban dau.

PS C:\Users\Ban> openclaw doctor
/ Node 26.4.0 -~ Chu hinh hop 1& ~ Cdng 18789 ranh
PS C:\Users\Ban> |

Hinh 4. Cai dat b:‘“mg PowerShell trén Windows réi kiém tra ngay bﬁng Iénh doctor

Figure 4. Installing with PowerShell on Windows, then checking straight away with the doctor command
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2.4. Thiét 1ap ban ddu — First-time setup

Cai xong, trg 1y thiét 1ap tw mod. Co hai 16i: Quick start ty do xem may di c6 san dang
nhap hay khoa API cua nha cung cép mo hinh nao, xac minh béng mot lugt goi that, luu
c4u hinh rdi mé bang diéu khién. Custom setup dan ban qua timg budc.

After installation the setup wizard opens by itself. There are two routes: Quick start detects any

model-provider login or API key already on the machine, verifies it with a real call, saves the
configuration and opens the dashboard. Custom setup walks you through every step.

) Quick start

T do dang nhap hodc khod API sin c6é, xac minh bang mdét lwot goi that, lwu chu hinh rdi m& bang
diéu khién

Custom setup
Pi qua tirng budc: chon nha cung cap mé hinh, kénh tro chuyén, thu muc lam viéc, quyén cua cbng cu

Hinh 5. Man hinh diu tién ciia trg 1y thiét 1ap: chon Quick start hoic Custom setup
Figure 5. The first screen of the setup wizard: choose Quick start or Custom setup

1. Chon Quick start néu may da c6 sin dang nhap cia mot nha cung cap mé hinh. Chon
Custom setup néu ban mudn tu tay chon ting thu.
Choose Quick start if the machine already has a model provider login. Choose Custom setup
if you want to pick everything yourself.

2. Khai noi lay trf tué cho tro 1y: khoa API ciia OpenAl, Anthropic, Google, hoic mot
mo hinh chay cuc bd. Chuong 7 noi k¥ ting lya chon.
Declare where the intelligence comes from: an API key from OpenAl, Anthropic or Google,
or a locally running model. Chapter 7 covers each option.

3. Néi kénh tro chuyén dau tién. Tai liéu chinh thirc khuyén bat dau bang Telegram vi
chi can mot ma bot, khong phai cai thém gi.
Connect your first channel. The official documentation recommends starting with Telegram
because it needs only a bot token and no extra installation.

4. Quick start giir gateway chay ngay trong cira sé terminal. Nhan Ctrl+C dé dung, roi
cai n6 thanh dich vu chay nén.
Quick start keeps the gateway running in the terminal window. Press Ctrl+C to stop it, then
install it as a background service.

| openclaw gateway install
2.5. Kiém tra sau khi cai — Checking the installation

Chay lan luot bon 1énh sau. Tat ca déu chi doc, khong d6i gi trong méy.

Run these four commands in order. All of them only read; none change anything.
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phién ban dang cai

sodt cdu hinh va mdéi trudng

gateway cb6 dang chay khéng

md bang diéu khién trong trinh duyét

openclaw --version
openclaw doctor
openclaw gateway status

#
#
#
openclaw dashboard #

Lénh Két qua diing la thé nao

Command What a healthy result looks like

In ra s6 phién ban, vi du 2026.9.5

openclaw --version
P Prints a version number such as 2026.9.5

Khong c6 dong 16i chin

openclaw doctor
p No blocking errors reported

Runtime hién running, dong probe hién ok

openclaw gateway status
P £ Y Runtime shows running and the probe line shows ok

Trinh duyét mé bang diéu khién & cong 18789

1 h
eIpEns 7 (AT The browser opens the dashboard on port 18789

CANH BAO / WARNING — Gip bio 16i openclaw: command not found thi gin nhu
chéc chin la chuyén duong dan: thu muc chira 1énh chua nam trong bién PATH. Muc 14.4
huéng dan xtr 1y.

If you see openclaw: command not found, it is almost always a PATH problem: the folder
holding the command is not in your PATH. Section 14.4 explains the fix.

2.6. GO cai va cai lai — Uninstalling and reinstalling

G& phan mém bang 1énh g& c6 san. Trudc khi g, sao luu lai cdu hinh va dit liéu phién
néu ban dinh cai lai — thu myc trang thai nam riéng nén g& phan mém khong dung t4i
no.

Remove the software with the built-in uninstall command. Back up your configuration and

session data first if you plan to reinstall — the state folder is separate, so uninstalling does not
touch it.

openclaw backup create # sao luu trudc
openclaw gateway stop --disable
openclaw uninstall
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Chuong 3. Bon 10i vao va cach lam quen — Chapter 3. Four ways in,
and finding your feet

Cung mot tro 1y, bon cach néi chuyén voi nd. Ca bon dung chung mdt phién lam vi¢e va
mdt bd nhé, nén ban hoi trong Telegram rdi hoi tiép trong cira s6 dong 1énh, n6 van nho
cau trudc.

One assistant, four ways to talk to it. All four share one session and one memory, so you can ask
something in Telegram, continue in the command line, and it still remembers.

- 8 ®
Bang diéu khién web Dong Iénh Cira s§ chat trong terminal U'ng dung nhén tin
Control Ul CLI TUl Chat apps
trinh duyét - localhost:18789 openclaw <lénh> openclaw tui Telegram - Zalo - WhatsApp...
\ \ \ \
v v v v

% Gateway
cling mét phién lam viéc, cung mét bd nhé

Hinh 6. Bon 16i vao cung dan téi mgt gateway, dung chung phién lam viéc va by nhé
Figure 6. Four entry points to the same gateway, sharing one session and one memory

3.1. Bang diéu khién web — The web control panel

Bang diéu khién 1a trang web do chinh gateway phuc vu, mé & dia chi may nha tai cong
18789. Pay la noi dé nhin nhat dé xem trg 1y dang lam gi, kénh niao dang ndi, mé hinh
nao dang dung.

The control panel is a web page served by the gateway itself, at your local address on port

18789. It is the easiest place to see what the assistant is doing, which channels are connected
and which model is in use.

openclaw dashboard # moé sd3n trong trinh duyét
# hodc gb thdng dia chi: http://127.0.0.1:18789

[ ) o OpenClaw Control - 127.0.0.1:18789
agent: main phién: agent:main:main e gateway ok anthropic/claude-opus-5
% OpenClaw g
Chat X »
— Gom cac file PDF trong thu muc Tai vé vao mét ché
ashboar
Activity # Tim thdy 37 tép PDF trong ~/Downloads.
Sessions 3 Chuyén sang ~/Documents/PDF nhé?
Usage .
Logs
THIET LAP - SETTINGS L Xong. D4 chuyén 37 tép; thu muc Tai vé con 12 muc.
Agents 2
Channels 5

Model providers
Automation 4
Security

Memo . o
Y Nhap yéu cau cla ban Guri

Hinh 7. Bang diéu khién web: danh sach phién bén trai, cira s6 tro chuyén ¢ giira
Figure 7. The web control panel: sessions on the left, the conversation in the middle
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3.2. Dong Iénh — The command line

Moi viéc quan tri déu lam duoc b?mg 1énh openclaw. Cach dit tham sd theo quy tac
quen thudc: tuy chon riéng cua Iénh dat sau tén 1€nh, tuy chon chung dat trudc.
Everything administrative can be done with the openclaw command. Options follow a familiar

rule: command-specific options go after the command name, global options before it.

openclaw status --json # tuy chon riéng dat sau

openclaw --profile thu status # tuy chon chung didt trudc

MEOQO / TIP — Khong nhé tén 1énh con thi thém --help vao sau bat ky 1énh nao. Phu luc A
liét ké du cac nhom 1énh dé tra nhanh.

If you cannot remember a sub-command, add --help to any command. Appendix A lists every

command group for quick reference.

3.3. Cira so tro chuyén trong terminal — The chat window inside the terminal

Mudn né6i chuyén véi trg 1y ma khong rdi terminal thi mé giao dién chat dang cira s6. N6
hién phién dang dung, mo6 hinh dang chay, va nhén ca Iénh gach chéo.

To talk to the assistant without leaving the terminal, open the windowed chat interface. It shows
the current session, the model in use, and accepts slash commands.

| openclaw tui # hodc viét tdt: openclaw chat

o o openclaw tui

ban » doc nhat ky hém nay xem cé 18i gi khong

' » ba doc /tmp/openclaw/openclaw-2026-09-22.1log (1.284 dong).

Cé 3 101, cung mét nguyén nhan:

zed — token Slack bi thu héi.

Hinh 8. Cira so tro chuyén chay ngay trong terminal, hién phién va mé hinh dang diing
Figure 8. The chat window running inside the terminal, showing the session and the model in use

34. I'J'ng dung nhin tin — Messaging apps

bay 1a 161 vao dugc dung nhiéu nhét, vi n6 cho phép giao viéc tr di¢n thoai, ¢ bat cir dau.
M4y & nha van chay, ban ngdi ngoai cong trudng van nhan duoc. Chuong 5 va 6 hudng
dan ndi ting kénh.

This is the most used entry point, because it lets you hand over work from your phone, anywhere.

The machine at home keeps running while you message from the site. Chapters 5 and 6 cover
connecting each channel.
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Telegram - Tro’ ly cuia t6i

Sang mai 7h nhac t6i ndp bao céo tuan

Da dat lich nhac 7:00 ngay 23/9.
T6i s& nhan vao dlng cudc trd chuyén nay.

Tim trong thu muc Du an file hop dong ky thang truéc

Tim th&y 2 tép trong ~/Du &n:

* Hop-dong-CONINCO-15-08-2026.pdf
« Phu-luc-01-ky-20-08-2026.pdf

GUri tép nao cho ban?

Hinh 9. Giao viéc cho trg ly qua Telegram, ngay trén dién thoai
Figure 9. Handing work to the assistant over Telegram, straight from your phone

3.5. Muoi phut dau tién nén lam gi — What to do in your first ten minutes

1. Nhan mot cau hoi don gian dé chac chin duong day thong: hoi hom nay 1a ngay may.
Send a simple question to confirm the line works: ask what today's date is.

2. Giao mdt viéc chi doc, khong stra gi: bao no6 liét ké cac tép trong mot thu muc.
Give it a read-only task: ask it to list the files in a folder.

3. Xem tro ly tu gidi thi¢u nang lyc: hoi n6 dang dung moé hinh nao va cé nhitng cong cu
gi.
Let it introduce itself: ask which model it is using and what tools it has.

4. Thir mot 1énh gach chéo: gb /status dé xem trang thai phién va han muc con lai.
Try a slash command.: type /status to see the session state and remaining quota.

5. Poc Chuong 13 trude khi giao viéc co sira doi tép hodc trude khi cho ngudi khac
nhin tin cho tro 1y.

Read Chapter 13 before giving it tasks that modify files, or before letting anyone else
message the assistant.

GHI CHU / NOTE — Trg Iy tra 11 bang tiéng Viét néu ban hoi bang tiéng Viét. Riéng tro ly
thiét 14p ban dau chi co tiéng Anh va hai ban tiéng Trung, chua co tiéng Viét.

The assistant answers in Vietnamese if you write in Vietnamese. The setup wizard itself, however,
exists only in English and two Chinese variants, Vietnamese is not available.
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Chwong 4. Tép cau hinh va noi phin mém cat dir liéu — Chaprer
4. The configuration file and where data is kept

Moi thtr OpenClaw nhd déu nam trong mot thu muyc duy nhit: ~/ .openclaw. Biét thu
muc nady chua gi thi ban sao luu duoc, chuyén may duogc, va biét chd nao tuyét doi khong
duoc chia sé.

Everything OpenClaw remembers lives in a single folder: ~/ . openclaw. Knowing what it holds
lets you back it up, move it to another machine, and know which parts must never be shared.

@ ~/.openclaw/ thu muc trang thai - OPENCLAW_STATE_DIR
» openclaw.json cau hinh chinh, dinh dang JSON5
A secrets.json bimatdang tép cho SecretRef
B state/openclaw.sqlite trang thaiding chung
@ credentials/ dang nhap tirng kénh (whatsapp/.../creds.json)
@ agents/main/agent/ phién, ban ghi hdi thoai cua agent main
@ skills/ ky nang dung chung
@ workspace/ thu muyc lam viéc mic dinh cua agent
2 AGENTS.md hudéng dan van hanh cho agent
2 SOUL.md dinh danh va giong diéu
2 MEMORY.md bo nhé dai han — chi nap trong phién nhan riéng

@ skills/ ky nang riéng cua agent nay

Nhat ky nam riéng: /tmp/openclaw/openclaw-YYYY-MM-DD.log

Hinh 10. Thw muc ~/.openclaw va thw muc lam viéc ctia agent
Figure 10. The ~/.openclaw folder and the agent workspace
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4.1. Cac tép quan trong va cong dung — The important files and what they do

Puong din

Path

~/.openclaw/openclaw.json

~/.openclaw/secrets.json

~/.openclaw/credentials/

~/.openclaw/state/openclaw.s
qlite

~/.openclaw/agents/<id>/

~/.openclaw/workspace/

/tmp/openclaw/openclaw-
<ngay>.log

Chura gi
What it holds

Chu hinh chinh

The main configuration
Khoa API va bi mat dang tép
API keys and file-based secrets

bang nhép tung kénh

Per-channel logins

Trang thai dung chung
Shared state

Phién va ban ghi héi thoai

Sessions and transcripts

Thu muc lam viéc ctua agent
The agent workspace

Nhat ky theo ngay
Daily log files

Chia sé dugc khong
Shareable

Chi khi d4 xo0a hét khod bi
mat
Only after removing every secret

Khoéng bao gio

Never

Khong bao gio

Never

Khoéng
No

Khong
No

Puoc, néu ban chu dong kiém
tra ndi dung
Yes, if you check the contents

first

Can nhic — nhat ky 6 thé 19
thong tin

Think twice — logs can leak
information

CANH BAO / WARNING — Dimg dua thu muc ~/ . openclaw 1én kho ma ngudn hay dich
vu dong bo. N6 chira khoa API va phién diang nhap ctia moi kénh ban di ndi.
Never commit ~/ .openclaw to a code repository or a sync service. It holds API keys and the login

sessions of every channel you connected.

4.2. Tép openclaw.json viét nhw thé ndo — How the openclaw.json file is written
Tép céu hinh theo dinh dang JSON5 — giéng JSON nhung cho phép ghi chii va ddu phay
thira & cubi danh sach. Hai dic diém do6 khién tép dé doc va dé stra hon JSON thuan.

The configuration file uses JSON5 — like JSON but allowing comments and trailing commas.
Those two differences make the file easier to read and edit than plain JSON.
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o o openclaw.json — Visual Studio Code

agents: { defaults: { workspace: "~/.openclaw kspace", model: { primary: "anthropic/claude-opus-5"

channels:

: { enabled: true, dmPolicy: "pairing" },

whatsapp: { allowFrom: ["+84901234567"] },

8

gateway: { port: 18789, auth: { mode: "token" } },

Hinh 11. Mgt tép cau hinh di dung: thu muc lam viéc, mé hinh chinh, hai kénh va cong gateway
Figure 11. A working configuration: workspace, primary model, two channels and the gateway port

Céu hinh chia lam hai nhém. Nhom géc 13 ha ting: gateway, kénh, mo hinh, phan mo
rong, cong cy, phién, nhat ky. Nhém agents.defaults la cadch agent lam vi¢c: thu
muc lam vi¢c, md hinh, nhip tim, hdp cét, thoi gian cho.

The configuration has two buckets. The root holds infrastructure: gateway, channels, models,
plugins, tools, sessions, logging. The agents.defaults bucket holds agent behaviour:
workspace, model, heartbeat, sandbox, timeouts.

4.3. Stra cau hinh ma khong mé tép — Changing the configuration without opening
the file

Stra tay dé go nham dau ngodc. Dung I¢nh thi phan mém ty kiém tra trude khi ghi.
Hand-editing invites a missing bracket. The commands validate before writing.

openclaw config get gateway.port

openclaw config set gateway.port 18789

openclaw config validate # soadt toan bd tép
openclaw config patch --file ./sua.json5 --dry-run # thu trudc khi ap

CANH BAO / WARNING — Céu hinh sai kho4 hoc sai kiéu dit liéu lam gateway TU
CHOI khéi dong. Khi d6 chi con bon 1énh chay dugc: doctor, logs, health, status. Chay
openclaw doctor --fix dé sta.

A wrong key or wrong data type makes the gateway REFUSE to start. Only four commands still work:
doctor, logs, health, status. Run openclaw doctor --fix to repair it.

4.4. Khai khoa bi mat cho ding cach — Declaring secrets the right way

Dumng ghi thang khoa API vao tép cdu hinh. Khai mot tham chiéu, phan mém s di lay gia
tri that lic chay. Bébn nguén léy duoge: bién moi truong, t&€p riéng, 1énh bén ngoai, kho
khoa.

Do not write API keys directly into the configuration. Declare a reference and the software
fetches the real value at run time. Four sources are supported: environment variables, a

separate file, an external command, or a key store.

| { source: "env", provider: "default", id: "OPENAI API KEY" }
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Nguon LAy khoa tir diu

Source Where the value comes from

Bién mdi truong cua tién trinh gateway

cnv
An environment variable of the gateway process
file Tép ~/.openclaw/secrets.json
The ~/.openclaw/secrets.json file
exec Két qua ctia mot 1énh bén ngoai
The output of an external command
Kho khod cta hé diéu hanh
store

The operating system key store

4.5. Chay nhi€u ban riéng biét trén mot may — Running separate instances on one
machine

Mudn tach han mot ban thir nghiém khoi ban dang dung that, thém tham sé hd so. Mdi hd
so ¢ thu muc trang thai riéng, ciu hinh riéng, khong dung nhau.

To keep a test instance fully separate from your working one, add a profile flag. Each profile has
its own state folder and configuration, and they never touch.

openclaw --profile thu gateway # trang thai & ~/.openclaw-thu
openclaw --dev gateway # ban phat trién, cdng 19001
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Chuong 5. Noi Telegram, Zalo va WhatsApp — Chapter 5.
Connecting Telegram, Zalo and WhatsApp

OpenClaw ndi dugc 32 kénh tro chuyén. Ba kénh trong chuong niy 1a ba kénh nguoi
Viét dung nhiéu nhét. Tai liéu chinh thirc khuyén bat dau bang Telegram: chi cAn mot ma
bot, khong phai cai thém gi, va khong dung t6i tai khoan ca nhan cua ban.

OpenClaw connects to 32 chat channels. The three in this chapter are the ones most used in

Vietham. The official documentation recommends starting with Telegram: it needs only a bot
token, no extra installation, and it does not touch your personal account.

5.1. Noi Telegram — cach dé nhét dé bit dau — Connecting Telegram — the

easiest way to start

Telegram nam sin trong ban cai, khong phai cai thém phan mé rong. Viéc duy nhat phai

lam la tao mot con bot va léy ma cua no.

Telegram ships with the installation; no plugin to add. The only task is creating a bot and

collecting its token.

1. Mé Telegram, tim tai khoan @BotFather — chu y viét ding tén, c¢6 nhiéu tai khoan

gia mao tén gan gidng.
Open Telegram and find the account @BotFather — check the spelling;, many fake accounts
use similar names.

2. G /newbot, dit tén hién thi, roi dit tén nguoi dung két thuc bang chit bot.
Send /newbot, give a display name, then a username ending in the word bot.

3. BotFather tra vé mot chudi ma. Gitr kin chudi nay nhu giit mat khau.
BotFather returns a token string. Keep it as private as a password.

[ N J Telegram - @BotFather

/newbot

¥ Alright, a new bot. How are we going to call it?
Please choose a name for your bot.

Tro ly cua toi
¥ Good. Now let's choose a username for your bot. It must end in bot.

troly_Ixt_bot

¥ Done! Use this token to access the HTTP API:
8134567890 : AAHeeesecccccccccccccccce
Keep your token secure and store it safely.

Hinh 12. Tao bot Telegram va nhin mi: toan b viéc géi trong ba ciu nhin

Figure 12. Creating a Telegram bot and receiving the token: the whole job in three messages
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4. Nap mi vao OpenClaw bang mot 1énh.
Load the token into OpenClaw with one command.

openclaw channels add --channel telegram --token <ma-bot>
openclaw channels status —--probe

5. Nhan cho bot mét cau bat ky. Lan dau n6 khong tra 10i ma sinh ra mot ma ghép doi
— day 1a hang rao chan ngudi la. Duyét ma d6 rdi bot méi néi chuyén.
Message the bot anything. The first time it does not reply but issues a pairing code — the

barrier that keeps strangers out. Approve the code and the bot starts talking.

openclaw pairing list telegram
openclaw pairing approve telegram <MA>

CANH BAO / WARNING — M3 ghép d6i hét han sau mot gio. Qua han thi nhan lai cho bot
dé lay ma méi.
The pairing code expires after one hour. If it lapses, message the bot again for a new one.

Dung bot trong nhom Telegram — Using the bot in a Telegram group

Bot Telegram mac dinh bat ché o riéng tu, nghia la trong nhém n6 chi théy tin nhin c6
nhic tén nd. Mudn n6é doc moi tin thi tat ché do d6 ¢ BotFather bang 1énh /setprivacy,
hodc cho bot lam quan trj vién nhom. Dbi xong phai xo4 bot khéi nhém rdi thém lai.

Telegram bots have privacy mode on by default, so in a group they only see messages that
mention them. To let it read everything, turn privacy off in BotFather with /setprivacy, or make
the bot a group administrator. After changing it, remove the bot from the group and add it again.

5.2. N6i Zalo — ba kénh khac nhau, chon dung kénh — Connecting Zalo — three
different channels, pick the right one

Zalo c6 t6i ba cach ndi, tén gan giéng nhau nhung ban chat khac han. Chon nham 1a mat
cong lam lai, ndng hon Ia mét tai khoan.

Zalo offers three routes with similar names but very different natures. Picking the wrong one
costs time at best, and your account at worst.
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Kénh Ban chit Nén dung khi
Channel What it is Use it when
Bot chinh thirc tao trén nén tang bot cua Ban mudn mét con bot riéng, khong
salo Zalo, c6 sin trong ban cai dung tai khoan ca nhan
An official bot created on Zalo's bot platform, You want a separate bot that never
bundled with the installation touches your personal account
A e . . Chép nhan rii ro bi khoa tai khoan
Tu dong hoa chinh tai khoan Zalo ca nhan, P trIZ)’ I .tré Ibin a. trone Zalo ciia
KHONG chinh thirc Y S
zalouser ] ban
Automation of your own personal Zalo Y. ¢ the risk b "
account, UNOFFICIAL o GEagEL i v R S0 i
assistant answers inside your own Zalo
Bot ca nhan gin v6i chi, dang nhap bang  Mudn nhanh gon va chi minh ban
¢t ma QR trong Mini A nhin cho bot
zaloclawbot ~ U€t ™M@ QR trong PP ) an cho bo , .
An owner-bound personal bot, logged in by You want something quick where only
scanning a QR code in a Mini App you message the bot

CANH BAO / WARNING — Tai liéu chinh thirc ghi nguyén vin vé kénh zalouser: dy 1a
tich hgp khong chinh thirc va co thé dan t&i viée tai khoan bi dinh chi hodc bi cAm. Can nhic
k¥ trude khi ndi tai khoan Zalo ¢4 nhan dang ding cho cong viéc.

The official documentation states plainly about the zalouser channel: this is an unofficial integration
and may result in account suspension or ban. Think carefully before connecting the personal Zalo
account you use for work.

Cach 1: bot Zalo chinh thitc — Route 1: the official Zalo bot

1. Vao trang bot.zaloplatforms.com, dang nhép roi tao mot bot mai.
Go to bot.zaloplatforms.com, sign in and create a new bot.

2. Léy ma bot. Ma c¢6 dang mot day sb, dau hai cham, roi phén bi mat.
Collect the bot token. It looks like a number, a colon, then a secret part.

3. Khai ma vao cdu hinh rdi kiém tra két ndi.
Put the token into the configuration, then check the connection.

{ channels: { zalo: { enabled: true, accounts: { default: {
botToken: "12345689:abc-xyz", dmPolicy: "pairing"™ } } } } }

openclaw channels status —--probe
openclaw pairing list zalo
openclaw pairing approve zalo <MA>
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[ N J Zalo - Tro' ly

Téng hop gilip t6i cong ng thang 9 trong file Excel & may

ki Pa doc Cong—-no-T9.x1sx (142 dong).
Téng phai thu: 1.284.500.000 d
Qua han trén 30 ngay: 312.000.000 d — 7 khach hang.
Can t6i lap danh sach goi nhdc no khong?

Cé, xuat ra file Word gri t6i

Hinh 13. Tro Iy doc bang tinh trén may rdi tra 106i ngay trong Zalo
Figure 13. The assistant reads a spreadsheet on the machine and answers inside Zalo

Kénh Zalo dang ¢ trang thai thir nghiém va cé nhiing gidi han do nén tang Zalo dit ra,
khong phai do OpenClaw. Biét trudc dé khoi mat cong tim cach chinh.

The Zalo channel is experimental and carries limits set by the Zalo platform itself, not by
OpenClaw. Knowing them saves you hunting for settings that do not exist.

Gidi han Gia tri

Limit Value

D6 dai mét tin nhin 2.000 ky tw, dai hon s& bi ct thanh nhiéu tin
Length of one message 2,000 characters; longer text is split

Dung lugng tép gui kém 5 MB theo mac dinh

Attachment size 5 MB by default

Trong nhom Bit budc nhic tén bot méi kich hoat, khong tat dugc
In groups Mentioning the bot is required and cannot be turned off
Khong ho tro Tha cam xuc, lu@)ng tra 101, binh chon, 1énh géc
Not supported Reactions, threads, polls, native commands

Danh sach cho phép Chi nhan mi s6 nguoi ding Zalo, khéng nhén tén
Allowlist Accepts numeric Zalo user IDs only, not names

/4

Cach 2: noi tai khoan Zalo ca nhan — Route 2: connecting a personal Zalo account

Céch nay cho tro 1y tra 16i ngay trong Zalo c4 nhan cta ban, khong can bot. D6i lai, day
1a tich hop khong chinh thirc: Zalo khong cip phép cho no, va tai khoan co thé bi khoa.
This route lets the assistant answer inside your own Zalo without a bot. In exchange, it is an

unofficial integration: Zalo does not sanction it, and the account can be banned.

openclaw plugins install @openclaw/zalouser
openclaw channels login --channel zalouser # hién ma QR, quét bing Zalo

Tim ma s6 nguoi ding va ma nhém dé dién vao danh sach cho phép bang nhom Iénh tra
danh ba. Ludn dung mai s, ding dung tén — tén chi tra duoc khi bat mét tuy chon ri ro.
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Find user and group IDs for your allowlists with the directory commands. Always use the
numeric IDs, never names — name matching only works behind a risky option.
openclaw directory self --channel zalouser

openclaw directory peers list --channel zalouser --query "tén"
openclaw directory groups list --channel zalouser --query "cbdng ty"

CANH BAO / WARNING — Vi kénh ndy, groupallowFrom khong tu liy theo
allowFrom. Pé tréng groupallowFrom trong mot nhém dd cho phép nghia 1a mé nhom do
cho bét ky ai nhén vao.

On this channel, groupAllowFrom does not fall back to allowFrom. Leaving it empty on an
allowlisted group opens that group to any sender.

Cach 3: Zalo ClawBot — Route 3: Zalo ClawBot

Cach nhanh nhat: chay tro 1y thiét 1ap, chon Zalo ClawBot trong danh sach kénh, quét ma
QR hién ra trong terminal, ddng y diéu khoan trong Mini App. Bot sinh ra gin véi diing
tai khoan Zalo cta ban va chi ndi chuyén véi ban; tin nhéin cta ngudi khac bi chan ngay ¢
nén tang.

The quickest route: run the setup wizard, choose Zalo ClawBot from the channel list, scan the
OR code shown in the terminal and accept the terms in the Mini App. The bot created is bound to

your Zalo account and talks only to you; messages from anyone else are dropped at the platform
level.

openclaw plugins install "@zalo-platforms/openclaw-zaloclawbot@0.1.4"
openclaw plugins enable openclaw-zaloclawbot
openclaw channels login --channel openclaw-zaloclawbot

GHI CHU / NOTE — M3 QR dang nhap hét han sau 5 phut. Qué han thi chay lai 1énh dang
nhap.

The login QR code expires after 5 minutes. If it lapses, run the login command again.

5.3. Noi WhatsApp — Connecting WhatsApp

WhatsApp ndi qua WhatsApp Web, nghia 1a dién thoai ctia ban phai c6 tai khoan d6 va
ban quét ma QR dé lién két thiét bi, giong nhu khi dung WhatsApp trén may tinh.
WhatsApp connects through WhatsApp Web, so the account must exist on a phone and you link
the device by scanning a OR code, exactly as you would to use WhatsApp on a computer.

1. Cai phan mé rong WhatsApp.
Install the WhatsApp plugin.

2. Khai danh sach s6 dugc phép nhan cho tro Iy TRUGC khi dang nhép.
Declare which numbers may message the assistant BEFORE logging in.

3. Chay lénh dang nhap roi quét ma QR bang dién thoai.
Run the login command and scan the QR code with your phone.

openclaw plugins install Qopenclaw/whatsapp
openclaw channels login --channel whatsapp
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o Terminal — openclaw channels login

% openclaw channels login ——-channel whatsapp

» Thiét |

Hinh 14. Quét mi QR dé lién két WhatsApp v6i gateway (mi trong hinh chi dé minh hoa)

Figure 14. Scanning the QR code to link WhatsApp to the gateway (the code shown is for illustration)

CANH BAO / WARNING — Tai liéu chinh thirc khuyén ding mét s6 dién thoai RIENG
cho tro 1y. Nbi s6 ca nhan dong nghia moi tin nhin guri cho ban déu tré thanh dir liéu dau vao
cua agent.

The official documentation recommends a SEPARATE phone number for the assistant. Linking your
personal number means every message sent to you becomes agent input.

Trén may chii khong man hinh, chuan bi sin dudng dua ma QR t6i dién thoai trudc khi
chay 1énh. Ma hét han nhanh, chyup man hinh roi gui qua chat thuong 1a khong kip.
On a headless server, arrange a way to get the QR code to your phone before running the

command. The code expires quickly, and screenshotting then sending it over chat is usually too
slow.
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Chuong 6. N6i Discord, Slack va cac kénh con lai — Chapter .

Connecting Discord, Slack and the remaining channels

6.1. Noi Discord — Connecting Discord

1. Vao Discord Developer Portal, tao mdt iing dung moi, r6i m& muc Bot va dit tén.
Open the Discord Developer Portal, create a new application, then open the Bot section and
set a name.

2. Bat cac quyén dic biét. Thiéu quyén doc noi dung tin nhan thi bot cAm trong kénh
chung.

Turn on the privileged intents. Without the message content intent the bot stays mute in
shared channels.

Privileged Gateway Intents

Bot can cac quyén nay méi doc durac ndi dung tin nhan trong may chi

Presence Intent t I
Nhan trang thai truc tuyén cua thanh vién

Server Members Intent tu n
Can cho danh sach cho phép theo vai tro va khép tén thanh vién

Message Content Intent bat busc
Khéng bat thi bot khong doc dugce tin nhan trong kénh chung

Hinh 15. Bit quyén dic biét cho bot Discord: thiéu quyén doc ndi dung la bot khong nghe thay gi

Figure 15. Enabling privileged intents for a Discord bot: without message content it hears nothing

3. Bam Reset Token dé 1y ma bot — lan dau bam chinh 13 1an sinh ma.
Press Reset Token to get the bot token — the first press is what generates it.

4. Sang muc OAuth2, chon URL Generator, ¢danh dau pham vi bot va
applications.commands, roi chon cac quyén ti thiéu: xem kénh, gui tin, doc lich s,
nhiing lién két, dinh kém tép.

Go to OAuth2, open URL Generator, tick the bot and applications.commands scopes, then

the minimum permissions: view channels, send messages, read message history, embed links,
attach files.

5. M6 duong dén sinh ra, chon may cha dé thém bot vao.
Open the generated URL and choose the server to add the bot to.
6. Khai mé bot qua bién méi trudng, dimg ghi thang vao tép cau hinh.
Declare the token through an environment variable rather than writing it into the

configuration file.

export DISCORD BOT TOKEN="md-bot-cua-ban"

openclaw config patch --file ./discord.patch.json5 --dry-run
openclaw config patch --file ./discord.patch.json5

openclaw gateway restart

GHI CHU / NOTE — MGdi kénh Discord 1a mot phién lam viéc riéng. Tép MEMORY.md
chi ty nap trong phién nhan riéng, khong nap trong kénh cia may chil.
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Each Discord channel is its own session. The MEMORY.md file loads automatically only in direct-
message sessions, not in server channels.

6.2. Noi Slack — Connecting Slack

Slack can hai ma khac nhau, l1dy & hai chd khac nhau. Nhdm chd 13 18i hay gip nhat khi
ndi kénh nay.

Slack needs two different tokens from two different places. Mixing them up is the most common
mistake when connecting this channel.

1. Cai phan mé rong Slack.
Install the Slack plugin.

2. Tao tmg dung Slack tir ban khai miu ma tai liéu chinh thirc cung cdp — cach nay dat
san toan bo quyén can thiét, khoi tich tay timg muc.
Create the Slack app from the manifest the official documentation provides — this sets every
required scope at once instead of ticking them by hand.

3. Ly hai ma theo dang hai chd trong hinh dudi.
Collect the two tokens from the two places shown below.

Xapp-.. xoxb-..
App-Level Token Bot User OAuth Token
Basic Information » App-Level Tokens » Generate Token and Scopes, Install App » Install to Workspace, roi chép token hién ra

thém quyén connections:write

Ca hai token déu khai bang tham chiéu bi mat, khéng ghi thang vao tép cau hinh:
appToken: { source: "env", provider: "default", id: "SLACK_APP_TOKEN" }

Hinh 16. Slack c6 hai ma: m¢t ma cap wng dung va mgt ma ciia bot, lay & hai trang khac nhau
Figure 16. Slack has two tokens — one app-level, one bot — taken from two different pages

openclaw plugins install Qopenclaw/slack
openclaw gateway restart
openclaw channels status —--probe

6.3. Cac kénh con lai — The remaining channels

Hai muoi chin kénh con lai cai theo ciing mot khuon: cai phan mé rong, khai thong tin
dang nhap, kiém tra, roi duyét ma ghép d6i. Bang dudi néu diém riéng cua nhitng kénh
hay dung.

The other twenty-nine channels follow the same pattern: install the plugin, declare the

credentials, check, then approve the pairing code. The table below notes what is specific to the
more common ones.
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Kénh Piém can biét truwdc kKhi ndi

Channel What to know before connecting

Can cong cu signal-cli va nén diing mét sb dién thoai riéng; dang ky sb bang
Sienal signal-cli c6 thé lam dang xuit tmg dung Signal chinh cta s6 d6
£ Needs the signal-cli tool and a dedicated number; registering a number with signal-

cli can log out the main Signal app for that number

Chi chay trén may Mac da ding nhap Messages, can cap quyén truy cap toan
iMessage 6 dia
Runs only on a Mac signed in to Messages, and needs Full Disk Access

HJ tro m3 hoa dau cudi; mic dinh bot khong tuy vao phong khi dugc moi

Matrix :
Supports end-to-end encryption, by default the bot does not auto-join rooms

bang ky tmg dung trong Azure, phu hop moi truong doanh nghi¢p

Microsoft Teams i ) T . .
Requires an app registration in Azure; suits corporate environments

Céu hinh qua Google Cloud, hop véi t chirc da dung Google Workspace

Google Chat
& Configured through Google Cloud; suits organisations already on Workspace
WebChat C6 san trong ban 151, khong phai cai gi; 14 tab tro chuyén cia bang diéu khién

Built into the core with nothing to install; it is the control panel's chat tab

6.4. Ai duoc nhén tin cho tro ly cia ban — Who may message your assistant

Moi kénh déu di qua cing mot hang rao. Hiéu bon 16p nay rdi thi cau hinh kénh nao ciing
gidng nhau.

Every channel passes through the same barrier. Once you understand these four layers,
configuring any channel is the same job.

s N
Tin nhan dén
tr mot s6 la
. J
v
s N\

Chinh sach nhan riéng
pairing - allowlist - open - disabled

Danh sach cho phép
allowFrom - groupAllowFrom - access group

v

Cdng nhic tén
requireMention trong nhém

. J
v
4 N\
Agentxurly
chi téi day tin nhan méi dugce doc
\ J

Hinh 17. Puong di cia mdt tin nhéin la: qua di bon cong méi téi dwoc agent
Figure 17. The path of a message from a stranger: four gates before it reaches the agent
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Chinh sach Nghia la gi Khi nao dung

Policy What it means When to use

Nguoi la nhén thi nhan mé cho duyét,

Mic dinh; hop voi hau hét truon
khong duoc tra 16 ac G op 8

pairing A st ¢ d iti [ and hop
stranger gets a code awaiting approval an The default: right for most cases
no reply
Khi da biét trude chinh x4c ai
allowlist Chi nguoi trong danh sach dugc nhan dugc dung
Only listed people may message When you know exactly who may use
it
open Ai nhén ciing duoc tra 1oi Gan nhu khong bao gio nén ding
p Anyone who messages gets a reply Almost never appropriate
disabled Tat hin nhén riéng trén kénh d6 Kénh chi dung trong nhom
Direct messages are off for that channel Channels used only in groups

Trong nhom con thém mdt cong nira: mic dinh tro 1y chi tra 10i khi c6 ai nhac tén né. Bo
cong nay thi né doc va tra 151 moi tin trong nhém — t6n tién goi md hinh va phién nguoi
khéc.

Groups add one more gate: by default the assistant replies only when mentioned. Remove that

gate and it reads and answers every message in the group — burning model credits and
annoying everyone.

MEO / TIP — Trudc khi cho mot nhém dong ngudi nhin cho tro 1y, dit dmpolicy 1a
pairing, gilt céng nhéc tén bat, va doc Chuong 13.

Before letting a busy group message the assistant, set dmPolicy fo pairing, keep the mention gate
on, and read Chapter 13.
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Chll’()'llg 7. M6 hinh Al va nha cung Cé\,lp — Chapter 7. AI models and

providers

OpenClaw khong tu sinh ra cdu tra 10i. N6 nhan tin nhin tir kénh tro chuyén, géi lai
thanh mot luot hoi roi giri tGi mot md hinh ngdn ngir do nha cung cip bén ngoai van hanh
— OpenAl, Anthropic, Google, hodc mdt may chu chay ngay trong nha ban. Chon mo6
hinh ndo, dang nhap bang khod gi, khi mé hinh chinh hong thi roi xuéng dau: ba cau hoi
d6 quyét dinh trg 1y chay nhanh hay cham, ton bao nhiéu tién, va cé ngimg tra 10i giira
chung hay khong.

OpenClaw does not produce answers by itself. It takes a message from a chat channel, packages
it into a turn and sends that turn to a language model run by an outside provider — OpenAl,
Anthropic, Google, or a server running inside your own house. Which model, which credential,

and where the system lands when the main model fails: those three questions decide how fast the
assistant answers, how much it costs, and whether it stops replying halfway through.

GHI CHU / NOTE — Quy udc ky hiéu trong chuong: chif trong d4u nhay nguoc 1 tén
khoé cAu hinh, tén bién mdi truong, tén mo hinh hodc Iénh gd vao; chit in dam la t€n nat hodc
muc trén giao dién web cuia OpenClaw; ddu — chi duong di qua cac cp trinh don.

Notation used in this chapter: text in backticks is a configuration key, an environment variable, a

model name or a command to type; bold text names a button or a section in OpenClaw's web
interface; the arrow — shows a path through menu levels.

7.1. Cach OpenClaw goi tén mo hinh Al: dang provider/model — How

OpenClaw names a model: the provider/model reference

M&bi mé hinh dugc goi bang mot chudi hai phan ngin nhau bang diu gach chéo: phan
trudc 1a ma nha cung cép, phﬁn sau 1a ma mé hinh. Chudi opencode/claude-opus-
4-6 nghia 1a mo hinh claude-opus-4-6 truy cdp qua nha cung cip opencode. Clng
mot mo hinh ¢6 thé mua qua nhiéu nha cung cap khac nhau, nén phan dau 1a bat budc,
khong duoc lugc bo.

Every model is named by a two-part string separated by a slash: the provider id first, the model
id second. The reference opencode/claude-opus-4-6 means the model claude-opus-4-6
reached through the provider opencode. The same model can be bought through several
providers, so the first part is mandatory and must not be dropped.

Chudi nay chi chon nha cung cip va mo hinh. N6 khong chon bd chay agent cap thap —
phan d6 1a khod agentRuntime.id dit trén ting muc nha cung cip hodc timg md hinh,
trinh bay ¢ muc 8.8. Riéng openai/* c¢6 mot ngoai 1&: chinh sach dinh tuyén cua
OpenAl chi chon bd chay Codex khi tuyén di dung mot diém cudi Responses chinh thirc
chay HTTPS va khong ¢ yéu ciu ty soan de 1én. Tién td openai/ mot minh khong bao
gid chon Codex.

The reference selects the provider and the model only. It does not select the low-level agent
runtime — that is the agentRuntime. id key placed on a provider or model entry, covered in
section 8.8. One exception applies to openai/*: OpenAl's route policy selects the Codex

Tai liéu nay dugc bién soan boi doi ngii ciia website: https://globalmarket.vin
Trang 33



Huéng dan st dung OpenClaw / OpenClaw User Guide

runtime only for an exact official HTTPS Responses endpoint with no authored request override.
The openai/ prefix alone never selects Codex.

openclaw models list

openclaw models list --provider openai
openclaw models list --all

openclaw models list --refresh

openclaw models set anthropic/claude-opus-5
openclaw models status

Lénh Viéc né lam

Command What it does

Li¢t ké md hinh dang dung dugc theo khoa da khai; thém --provider
nodels list <id> de€ loc mot nha cung cap
Lists the models available under the configured credentials;, add --provider

<id> to filter to one provider

Mo tron danh muc dung sin, gém ca cac dong bi danh dau ngimg hd trg
Opens the full built-in catalog, including rows marked deprecated or disabled

models list --all

models list -- Hoi lai nha cung cip danh sach mé hinh méi phat hanh
refresh Asks the providers again for newly released models

bat mé hinh chinh cho toan by agent
Sets the primary model for the agent

models set <ref>

Cho biét mé hinh nao dang hiéu lyc va kho4 niao dang dimg sau nd
Reports which model is in effect and which credential is behind it

models status

models aliases Pit tén tit cho mot mo hinh dé goi nhanh trong khung chat
add Gives a model a short alias so it can be called quickly from chat

MEO / TIP — Tén mo hinh thay d6i theo thoi gian, nha cung cép phat hanh ban méi rdi khai
tir ban cii. Pimg chép tén mé hinh tir mot bai viét trén mang. Chay openclaw models

list --refresh rdi chon trong danh sach may tra vé.

Model names change over time; providers release new ones and retire old ones. Do not copy a model
name out of a blog post. Run openclaw models list --refresh and pick from the list the
machine returns.

7.2. Thir tyw chon mo hinh: moé hinh chinh, danh sach duw phong va xoay vong
khoa — Model selection order: primary, fallbacks and credential rotation

Khi mot luot hoi bat dau, OpenClaw di qua ba bac theo dung thir ty. Bac mgt 1a mo6 hinh
chinh khai & agents.defaults.model.primary — khod nay cling nhan truc tiép
mdt chudi, viét agents.defaults.model: "openai/gpt-6-astra" la hop 1¢. Bac
hai la danh sach du phong agents.defaults.model. fallbacks, thir 1an luot tir trén
xubng. Bac ba nim bén trong mot nha cung cap: néu ban khai nhiéu khoa cho cing nha
cung cap d6, OpenClaw xoay vong hét cac khoa trude khi nhay sang mé hinh du phong
ké tiép.
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When a turn starts, OpenClaw walks three levels in order. Level one is the primary model at
agents.defaults.model.primary — the key also accepts a plain string, so
agents.defaults.model: "openai/gpt-6-astra" is valid. Level two is the fallback list
agents.defaults.model.fallbacks, tried from top to bottom. Level three sits inside a
single provider: if several credentials are configured for that provider, OpenClaw rotates
through all of them before moving on to the next fallback model.

0 agents.defaults.model.primary

mo hinh chinh, dung truéce tién

e xoay vong hé so diang nhap
cling mét nha cung cap, thir khoa ké tiép khi khoa hién thoi hét luot

e agents.defaults.model.fallbacks
Ian Iurgt tirng mé hinh dur phong theo ding thir tu da khai

Hét luot & ca ba budce thi Iénh béo 16i, khong tu d6i sang mé hinh chura khai.

Hinh 18. Thit tw chon mé hinh: mé hinh chinh, roi danh sach dw phong, va trong méi nha cung cip
1a vong xoay khoa diang nhép
Figure 18. Model selection order: primary first, then the fallback list, with credential rotation inside each provider

Cung mdt chudi provider/model lai cu xir khac nhau tuy vao noi né duoc dit. Bang
dudi 1a diém hay gay hiéu nhim nhét cua ca hé théng mé hinh.

The same provider/model reference behaves differently depending on where it came from.
The table below covers the most misunderstood part of the whole model system.
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Nguon dit mé hinh Céch xir Iy khi md hinh héng

Where it came from Behaviour on failure

Diém xuét phat binh thudng; ding ding danh sach fallbacks di

Mac dinh trong cAu hinh .
. . khai

Configured default ) ) . )
The normal starting point; uses the configured fallbacks list
Trang thai héi phyc tam thoi, ghi d4u modelOverrideSource:
"auto". OpenClaw do lai mo hinh chinh theo chu ky, khi mé hinh

. \ chinh séng lai thi tw bo lwa chon tam va bao mot 1an mdi 1an doi trang
Tu roi du phong b
Automatic fallback L]

A temporary recovery state stored as modelOverrideSource: "auto".
OpenClaw reprobes the original primary periodically, clears the automatic
selection on recovery, and announces each transition once

Chinh x4c va nghiém ngat. Lénh /mode1, bd chon mo6 hinh trén giao

e dién web déu ghi modelOverrideSource: "user". Mo hinh do
Ngudi dung chon trong

phién

User session selection

chét thi luot chay bao 16i ra mit, khong ling 1& roi sang mo hinh khac
Exact and strict. /model and the model picker both store
modelOverrideSource: "user". If that model becomes unreachable the
run fails visibly instead of silently falling through to another model

Lam m6 hinh chinh cho riéng lan chay do, vin ding fallbacks
chung trur khi cong viée tu khai danh sach riéng; khai fallbacks:
Tac vu hen gio datriéng [ 1a chay nghiém ngit mot mo hinh

Cron job model Acts as the primary for that run and still uses the configured fallbacks unless
the job supplies its own list; fallbacks: [] forces a strict single-model
run

CANH BAO / WARNING — Péi agents.defaults.model.primary khong viét lai mo
hinh d3 ghim trong cac phién dang mé. Néu openclaw status bao phién niy dang ghim
mo hinh X trong khi cdu hinh dd 13 Y, g6 /model default trong khung chat dé g& ghim.
Changing agents.defaults.model.primary does not rewrite the model pinned into sessions that
are already open. If openclaw status reports that the session is pinned to X while the
configuration says Y, type /model default in the chat to clear the pin.

Danh sach dy phong stra dugc bang I¢nh, khong can mo t€p cau hinh.

The fallback list can be edited by command; there is no need to open the configuration file.
openclaw models fallbacks list
openclaw models fallbacks add google/gemini-3.5-flash

openclaw models fallbacks remove google/gemini-3.5-flash
openclaw models fallbacks clear

MEO / TIP — D3t md hinh chinh 1d m6 hinh manh nhat ban mua dugc, va dé danh danh
sach dy phong cho nhitg mé hinh ré va nhanh. Véi agent c6 quyén chay 1énh hodc nhan tin
nhin tir nguoi la, tranh xép cac md hinh doi cii va yéu vao danh sach dy phong.

Set the primary to the strongest model you have access to and keep the fallback list for cheaper, faster
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models. For an agent that can run commands or receives messages from strangers, avoid putting
older, weaker model tiers on the fallback list.

7.3. Bon cach khai khoa API cho OpenClaw — Four ways to supply an API key to
OpenClaw

Khoa API 1a chudi ky tyr nha cung cdp cip cho ban dé tinh tién va nhan dién. OpenClaw
nhan khoa theo bén dudng, dung dudng nio ciing dugc va cé thé tron 1an.

An API key is the string a provider issues so it can identify and bill you. OpenClaw accepts keys
through four routes; any of them works and they can be mixed.

1. Trinh huéng dan ban dau: chay openclaw onboard hodc openclaw configure,
chon nha cung cip, dan khoa. Pay 1a duong ngan nhat cho ngudi moi.
The setup wizard: run openclaw onboard or openclaw configure, pick a provider
and paste the key. This is the shortest route for a first-time user.

2. Giao dién web: m& bang diéu khién 6 http://127.0.0.1:18789, vao Settings —
Models, thém khoa cho tirng nha cung cap.
The web interface: open the control panel at http://127.0.0.1:18789, go to Settings
— Models and add a key for each provider.

3. Bién moi truong: dit OPENAT APT KEY, ANTHROPTC APT KEY...trong mdi truong
clia tién trinh gateway, hodc ghi vao tép ~/ .openclaw/.env.
Environment variables: set OPENAT API KEY, ANTHROPIC API KEY and so on in the
gateway process environment, or write them into ~/ .openclaw/ .env.

4. Tham chiéu bi mat (SecretRef): trong tép cau hinh chi ghi mét con tro tdi noi chira

kho4, khong ghi chinh khoa.
A SecretRef: the configuration file holds only a pointer to where the key lives, never the key
itself.

Ba cach dau ghi khoa & dang chir thuong doc dugce. Cach thir tu sinh ra dé tranh didu do.

Mot SecretRef 1a mot d6i twong ba truong, dan vao ding chd dang 18 ghi khoa.

The first three routes leave the key in readable plain text. The fourth exists to avoid that. A

SecretRef is a three-field object placed exactly where the key would otherwise sit.

{ source: "env", provider: "default", id: "OPENAI API KEY" }

// dang viet tat cung duoc, dat thang vao o khoa:
"${OPENAI API KEY}"
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Nguﬁn

Source

Kho4 nim & dau
Where the secret lives

Bién méi truong cua tién trinh gateway

Dang ma dinh danh

1d grammar

Chir in hoa, bit dau bang chir cai, tdi da
128 ky tu

env An environment variable of the gateway .
‘ Upper case, starts with a letter, up to 128
process
characters
Mot tép JSON trén dia, vi du Con tré JSON tuyét ddi, vi du
file ~/.openclaw/secrets.json /providers/openai/apiKey
A JSON file on disk, for example An absolute JSON pointer such as
~/.openclaw/secrets.json /providers/openai/apiKey
Két qua ciia mot 1énh bén ngoai:
1Password, Bitwarden, HashiCorp DPuong dan kém bo chon, vi du
exoc Vault, pass, sops providers/openai/apiKey#value
The output of an external command. A path with an optional selector such as
1Password, Bitwarden, HashiCorp Vault, providers/openai/apiKey#value
pass or sops
Kho bi mat dung chung cua gatewa . A A Ae s
" = . . Y Cung dang tén bién moi truong
trong SQLite . .
store The same environment-variable name

The Gateway-wide shared secret store in
SQLite

grammar

Nha cung cip SecretRef khai dudi khod secrets.providers, mdi muc ghi ré source
va tham sd riéng cta nd: path va mode cho ngudn tép, command, args, passEnv cho
nguén 1€nh. Khod secrets.defaults chon tén mac dinh cho tung nguén. Sau khi ddi,
nap lai bang openclaw secrets reload va soat lai bing openclaw secrets
audit.

SecretRef providers are declared under secrets.providers, each entry names its source
and its own parameters: path and mode for a file source, command, args and passEnv for an
exec source. The secrets.defaults key picks the default alias for each source. After a
change, reload with openclaw secrets reload and review with openclaw secrets

audit.

CANH BAO / WARNING — Kho4 ghi thing dang chit thudng trong openclaw.son,
trong . env, hodc trong cac tép models . json sinh ra theo ting agent déu ndm trong tim doc
ctia chinh agent. Chuyén hét sang SecretRef rdi chay openclaw secrets audit --
check cho téi khi khong con bao ton du khoa dang chit thudng.

Plain-text keys in openclaw. json, in .env, or in the generated per-agent models . json files are
all readable by the agent itself. Migrate them to SecretRefs and run openclaw secrets audit --
check until it reports no plain-text residue.

GHI CHU / NOTE — Nhiéu nha cung c4p chip nhan nhiéu khod cung luc dé chia tai va né
g161 han tan suat. Khai bién s6 nhiéu OPENAT API KEYS hodc danh so
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OPENAI API KEY 1,0PENAI API KEY 2; Anthropic dung ANTHROPIC API KEYS va
ANTHROPIC API KEY 1,ANTHROPIC API KEY 2 theo cung quy tac.

Several providers accept more than one key so load can be spread and rate limits avoided. Use the
plural form OPENAI API KEYS, or numbered names OPENAI API KEY 1 and
OPENAI API KEY 2; Anthropic uses ANTHROPIC API KEYS with ANTHROPIC API KEY 1 and
ANTHROPIC API KEY 2 on the same rule.

7.4. Danh sach nha cung cip mé hinh AI dwgc OpenClaw hd tro sin — The
model providers OpenClaw supports out of the box

Céc nha cung cp duéi day di kém ban cai, khong phai cai thém gi. Cot giita 13 bién moi
truong OpenClaw doc khoa; cot phai 1a mot mé hinh c6 that ciia nha cung cép do, chép
dung nhu tai lidu g ghi, dung 1am vi du chtr khéng phai khuyén nghi.

The providers below ship with the install and need nothing extra. The middle column is the
environment variable OpenClaw reads the key from, the right column is one real model from

that provider, copied as the official documentation writes it, given as an example rather than a
recommendation.

o [ ] Terminal — openclaw models

~ % openclaw models list

NHA CUNG CAP MO HINH TRANG THAI
anthropic claude-opus-5 e chinh
anthropic claude-haiku-4-5

openai gpt-6-astra du phong 1
google gemini-3.1-pro-preview du phong 2
ollama qwen3:14b

~ % openclaw models set openai/gpt-6-astra

v M6 hinh chinh d6i sang openai/gpt-6-astra

Hinh 19. Man hinh danh sich mé hinh: mdi dong la mot chudi provider/model dung dwgc véi kho4
dang khai

Figure 19. The model list screen: each row is a provider/model reference usable with the configured credentials

Nha cung cip Bién méi truong M5 hinh vi du

Provider Auth environment variable Example model

OpenAl OPENAI API KEY openai/gpt-6-astra
Anthropic ANTHROPIC API KEY anthropic/claude-opus-5

GEMINI API KEY (du phong
GOOGLE_API KEY)
GEMINI API KEY (falls back to
GOOGLE_API KEY)

Google Gemini google/gemini-3.l-pro-preview

Thong tin dang nhap mac dinh
Google Vertex o el o , —
gcloud Application Default

Credentials
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Nha cung cip Bién mdi truong M0 hinh vi du

Provider Auth environment variable Example model

OPENROUTER API KEY hodc
dang nhap OAuth

OpenRouter openrouter/auto
OPENROUTER API KEY or OAuth
sign-in
OpenCode OPENCODE API KEY opencode/claude-opus-4-6
DeepSeek DEEPSEEK API KEY deepseek/deepseek-v4-flash
Groq GROQ API KEY grog/llama-3.3-70b-versatile
Mistral MISTRAL API KEY mistral/mistral-large-latest
Moonshot MOONSHOT API KEY moonshot/kimi-k2.6
Z.A1 (GLM) ZAI_API_KEY zai/glm-5.2
XAI API KEY hodc OAuth
XAl SuperGrok xai/grok-4.7
XAI API KEY or SuperGrok
OAuth
Cerebras CEREBRAS API KEY cerebras/zai-glm-4.7
Cohere COHERE API KEY cohere/command-a-plus-05-2026
together/meta-llama/Llama-
TOGETHER API KEY
Together - - 3.3-70B-Instruct-Turbo
MiniMax MINIMAX API KEY minimax/MiniMax-M3
GitHub Copilot COPILOT GITHUB TOKEN —
vercel-ai-
Vercel Al Gateway AT GATEWAY API KEY gateway/anthropic/claude-

opus-4.6

Ngoai bang trén con Arcee, BytePlus, Chutes, ClawRouter, Deeplnfra, Featherless, GMI
Cloud, Hugging Face, NVIDIA, NovitaAl, Ollama Cloud, Qianfan, Tencent TokenHub,
Venice, Volcano Engine va Xiaomi. Xem danh sach hién hanh bang openclaw models
auth list.

Beyond the table there are Arcee, BytePlus, Chutes, ClawRouter, Deeplnfra, Featherless, GMI
Cloud, Hugging Face, NVIDIA, NovitaAl, Ollama Cloud, Qianfan, Tencent TokenHub, Venice,
Volcano Engine and Xiaomi. Read the current list with openclaw models auth list.

Mot s6 nha cung cdp cho ding nhap bang tai khoan thué bao thay vi khoa tra theo luot:
ChatGPT hodc Codex cua OpenAl, tai khoan Claude, SuperGrok cua xAl, GitHub
Copilot. Puong dang nhap chung la openclaw models auth login.
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Some providers allow a subscription sign-in instead of a pay-per-token key: OpenAl's ChatGPT
or Codex plan, a Claude account, xAl's SuperGrok, GitHub Copilot. The common entry point is

openclaw models auth login.

openclaw models
openclaw models
openclaw models
openclaw models
openclaw models
openclaw models

auth
auth
auth
auth
auth
auth

list

login --provider anthropic

login --provider openai --set-default
paste-api-key

order get

order set

CANH BAO / WARNING — Thém mét khoa hay mot tai khoan méi KHONG d6i mé hinh
chinh dang chay. Tai liéu gbc ghi rd diém nay vi n6 gay hiéu nham thuong xuyén. Mudn d6i
md hinh chinh thi chay openclaw models set <provider/model>, hodc thém cd --
set-default vao I¢énh dang nhap.

Adding a credential or a new account does NOT change the primary model in use. The official

documentation calls this out because it is a frequent misunderstanding. To change the primary, run
openclaw models set <provider/model> oradd --set-default to the sign-in command

7.5. Md hinh phu: mé hinh ré, mé hinh quyét dinh, mé hinh anh va mé hinh
PDF — Secondary models: utility, decision, image and PDF models

Khéng phai viéc nao cling dang goi mé hinh manh nhat. Pat tiéu dé cho mot phién, tom
tat tién do, doc mot trang PDF — nhiing vi¢c d6 ¢c6 mo hinh riéng, ré hon nhiéu lan.

Not every task deserves the strongest model. Naming a session, narrating progress, reading a
page of PDF — each has its own, far cheaper, model slot.
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Kho4 c4u hinh

Configuration key

Dung vao viéc gi
What it is used for

agents.defaults.utili

tyModel

agents.
ionMode

agents.
Model

agents
del

agents.
Models

agents
Policy.

defaults.
1

defaults.

.defaults.

defaults.

.defaults.

allow

decis

image

pdfMo

media

model

Viéc ndi by ngén: dit tidu dé phién, dat tén luong trén kénh, thuat
lai tién do, gom tom tat hoat dong. Bo tréng thi OpenClaw léy mo
hinh nho do nha cung cép chinh khai (OpenAl — gpt-5.6-1una,
Anthropic — claude-haiku-4-5). Dat chudi rong dé tat han
Short internal tasks: session titles, channel thread titles, progress
narration and activity recaps. Left unset, OpenClaw takes the small-
model default declared by the primary provider (OpenAl — gpt-5.6-

luna, Anthropic — claude-haiku-4-5). Set it to an empty string to
disable it

M6 hinh quyét dinh c6 kiéu, tra vé lya chon, diém sb va xac sut
dang/sai cho phan mé rong. Khong khai thi tat. M6 hinh loai nay
khong bao gio hién trong bd chon mo hinh cua khung chat

A typed decision model returning choices, scores and boolean
probabilities for plugins. Disabled when unset. Decision models never
appear among chat, primary, fallback or utility choices

Chi dung khi md hinh chinh khong doc dugc anh

Used only when the primary model cannot accept images

Dung cho cong cu pdf. Khong khai thi roi xudng imageModel,
1i téi mo hinh cua phién
Used by the pdf tool. If unset it falls back to imageModel, then to the

session model

Ba 6 con image, music, video cho cac cong cu sinh phuong ti¢n
Three sub-keys image, music and video backing the media generation
tools

Danh séach trang gi¢i han mé hinh dugc phép chon. Nhan chudi
chinh xac hodc ky ty dai di¢n dudi nhu provider/*. Bo tréng
hozc dé [ 1a cho phép moi mé hinh

An allowlist limiting which models may be selected. Accepts exact refs or
trailing wildcards such as provider/*. Omit it or set [] to allow any
model

Céc khoa trén dat 0 agents.defaults la 4p cho moi agent. Mudn khéc nhau theo tung

agent thi dit lai & agents.entries.<id> vdi cung tén khoa; muyc dat riéng thay thé

muc mac dinh chtr khong tron vao.

Placed under agents.defaults, these keys apply to every agent. To differ per agent, set the

same key under agents.entries.<id>; a per-agent entry replaces the default rather than
merging with it.

GHI CHU / NOTE — Viéc noi bd giao cho mo hinh ré van 1a luot goi that téi nha cung cép,
van guri di mot phan ndi dung cong viée va van bi tinh tién. Pat utilityModel 1a chudi rong
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néu ban khong mudn ndi dung chay qua nha cung cip thir hai.

A task handed to the cheap model is still a real provider call: it sends bounded task content and is still
billed. Set utilityModel to an empty string if you do not want content passing through a second
provider.

7.6. Chay mo hinh Al cuc b trén may cua ban véi Ollama va LM Studio —
Running local AI models with Ollama and LM Studio

Mo hinh cuc bd chay ngay trén may ban, khong giri gi ra ngoai. Pay 1a lya chon duy nhat
khi dir liéu khong dugc phép roi khoi may, va 1a cach cit tron chi phi theo lugt goi. Poi
lai, chat luong tra 15i thap hon mo hinh thuong mai cung thoi diém, téc d6 phu thudc
phan cimg, va may phai da bo nhd dé nap tron mé hinh.

A local model runs on your own machine and sends nothing outside. It is the only option when
data may not leave the host, and it removes per-call cost entirely. In exchange, answer quality is

below a commercial model of the same date, speed depends on the hardware, and the machine
must have enough memory to hold the whole model.
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Ma nha cung
cip
Provider id

May chi cuc bo

Dia chi mac dinh va khoa

Local server Default address and key

http://127.0.0.1:11434; khong can khod, bat do tu
dong bang OLLAMA APT KEY
http://127.0.0.1:11434, no key required, opt into
discovery with OLLAMA API KEY

Ollama ollama

http://localhost:1234/v1;khod LM API TOKEN

LM Studio lmstudio
http://localhost:1234/v1, key LM API TOKEN

Cai phén mo rong @openclaw/llama-cpp-provider;
llama.cpp 11ama-cpp tham chiéu daTlg llama-cpp/<model>
Install the plugin Qopenclaw/1lama-cpp-provider,

references take the form 11ama-cpp/<model>

http://127.0.0.1:8000/v1; khoa tuy may chu, bat
do bang VLIM API KEY

http://127.0.0.1:8000/v1, key depends on your server,
opt into discovery with VLLM API KEY

vLLM v1lm

http://127.0.0.1:30000/v1; bat do bang
SGLANG API KEY

http://127.0.0.1:30000/v1; opt into discovery with
SGLANG API KEY

SGLang sglang

http://127.0.0.1:17434/v1; khai api:
"openai-completions"

http://127.0.0.1:17434/v1; declare api: "openai-
completions"

IImman 1lmman

LiteLLM va cac Khai trong models.providers vOi baseUrl va api:
cau ndi khac Tu dat "openai-completions"

LiteLLM and other Your own id Declared under models .providers with a baseUrl and
proxies api: "openai-completions"

Ollama 1a dudng ngin nhat. Cai Ollama, tai mé hinh vé, rdi tré mé hinh chinh sang né.
Ollama is the shortest route. Install Ollama, pull a model, then point the primary at it.

ollama pull llama3.3
openclaw models set ollama/llama3.3
openclaw models list --provider ollama

Cau nbi twong thich OpenAl khai bang tay trong models.providers, mdi mo hinh ghi
r& ma, tén hién thi, cira s6 ngit canh va chi phi. Khai chi phi bang 0 dé bang theo ddi chi
phi khong cong nham tién cho mé hinh chay trong nha.

An OpenAl-compatible proxy is declared by hand under models.providers, with each model

carrying its id, display name, context window and cost. Declare the cost as zero so the cost
report does not bill you for a model running in your own house.

Tai liéu nay dugc bién soan boi ddi ngii ctia website: https://globalmarket.vin
Trang 44



Huéng dan st dung OpenClaw / OpenClaw User Guide

models: {
providers: {
Imstudio: {
baseUrl: "http://localhost:1234/v1",
apiKey: "${LM API TOKEN}",
api: "openai-completions",
timeoutSeconds: 300,
models: [
{ id: "my-local-model", name: "Local Model",
contextWindow: 200000, maxTokens: 8192 1},
1,
b
b
b

MEOQO / TIP — Cach dung thyuc té nhat 1a tron: mo hinh cuc bd 1am utilityModel cho viée
vit, md hinh thuong mai lam mé hinh chinh cho viéc can diing. Tién giam ma chét luong ciu
tra 161 chinh khong doi.

The most practical arrangement is a mix: a local model as the utilityModel for small chores and a
commercial model as the primary for work that must be right. Cost drops while the quality of the real
answers stays the same.

7.7. Theo do6i han mirc va chi phi goi mo hinh Al — Tracking provider quota and

model cost

Mot tro 1y chay sudt ngdy dém tiéu khoa nhanh hon nguoi dung tudng, nhat 13 khi bat
nhip tim chu dong ¢ muc 8.7. Kiém han muc béng mot Iénh.

An assistant running around the clock burns through a plan faster than expected, especially with
the proactive heartbeat of section 8.7 turned on. One command checks the quota.

openclaw status —--usage
openclaw gateway usage-cost
openclaw status --all

Lénh openclaw status --usage quy moi nha cung cap vé ciing mot cach doc: phan
tram han murc con lai. Nhitng nha cung cap bao duoc han mirc gdm Anthropic, Gemini
CLI, GitHub Copilot, MiniMax, OpenAl Codex, Xiaomi va z.ai. Nha cung cip ngoai
danh sach nay chi tra vé trang thai két nbi, khong tra vé sb du.

openclaw status --usage normalises every provider into one reading: the percentage of
quota left. The providers that report quota are Anthropic, Gemini CLI, GitHub Copilot,

MiniMax, OpenAl Codex, Xiaomi and z.ai. Providers outside that list return connection status
only, not a balance.
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Noi xem

Where to look

Cho biét gi
What it tells you

openclaw status --
usage

openclaw gateway
usage-cost

Lénh /status trong khung
chat
The /status command in chat

Lénh /usage trong khung
chat
The /usage command in chat

Giao dién web
The web interface

Phan tram han murc con lai theo timg nha cung cap
Percentage of quota lefi, per provider

Chi phi uéc tinh do gateway ghi nhan

The estimated cost the gateway has recorded

Trang thai chay, thoi gian hoat dong ciia gateway, sitc khoé phan
md rong, kém han mic nha cung cép

Execution status, Gateway and system uptime, plugin health, plus
provider usage and quota

Bat tat dong chan trang dém token sau mdi cau tra 10i: o £,
tokens, full, cost

Controls the per-response usage footer: of £, tokens, full, cost

Cung s6 liéu, xem theo bang
The same figures, presented as a table

CANH BAO / WARNING — Chay hét han mtc thi trg 1y nging tra 10i chir khong bao cho
ban mot tiéng. Néu tro Iy dang nhén tin cua khach, hiy khai danh sach du phong & muc 7.2
sang mot nha cung cap khac — khéc nha cung cip méi c6 tac dung, cung nha cung cap thi

cung hét han muec.

When the quota runs out the assistant simply stops replying without warning you. If it is answering
customers, configure the fallback list from section 7.2 to a different provider — it only helps if the
provider differs, because the same provider runs out at the same moment.
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Chuong 8. Agent, phién 1am viéc va quyén han — Chaprer 8. Agents,

sessions and permissions

Agent 1a nhan vat trg 1y: c6 tén, c6 tinh cach, cé thu muc lam vi¢c riéng, ¢ tri nhé riéng
va ¢6 quyén han riéng. Mot tién trinh gateway chay duoc nhiéu agent cung ltic, mdi agent
phuc vu mét muc dich — mdt agent cho viéc ri€ng, mdt agent cho nhém cong ty, mét
agent cho khach hang. Phién lam viéc 13 mot mach hoi thoai ciia agent d6; quyén han
quyét dinh agent dugc doc dugc ghi ¢ dau va ai duyét khi no xin chay lénh.

An agent is the assistant persona: it has a name, a character, its own working folder, its own
memory and its own permissions. One gateway process runs several agents at once, each for a
purpose — one for personal work, one for the company group, one for customers. A session is

one thread of conversation belonging to that agent; permissions decide where it may read and
write and who approves when it asks to run a command.

8.1. Mot agent trong OpenClaw gém nhirng gi — What one OpenClaw agent

contains

Agent khong phai mot dong cau hinh. N6 1a nam thtr di lién nhau, tich han khéi cac agent
khéc.

An agent is not one line of configuration. It is five things travelling together, kept separate from
every other agent.
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Thanh phin Puong din mic dinh Chira gi

Component Default path What it holds

Tép dinh danh, tri nhd, k¥ nang riéng;
cling 1a thu muyc hién hanh khi agent

Khoéng gian lam )

viéce ~/.openclaw/workspace chay.lcnh .

Workspace Identity files, @em?ry, workspace skills,
also the working directory when the agent
runs commands

y Hb so ding nhap, danh myc md hinh,
Thu muyc trang thai 2 e % p ;
. ~/.openclaw/agents/<agent  cau hinh riéng cia agent
State directory S Auuth e, th Jol revist i
(agentDir) uth profiles, the model registry and per-

agent configuration

Khoa va phién ding nhap nha cung cip

Trong openclaw- . .
cua rieng agent nay

H6 so dang nhap agent.sqlite

Auth i ) S .
uth profiles Inside openclaw-agent . sqlite Th.e provider keys and sign-ins belonging to
this agent alone
Mo hinh chinh, danh séach dy phong va
Danh myuc m6 hinh  Trong thu muc trang thai tén tat cua riéng agent
Model registry Inside the state directory The agent's own primary model, fallback
list and aliases
Kho phién <agentDirs/openclaw- gartllgtphien, ban ghi héi thoai, trang thai
Session store agent.sqglite i tuyen

Session rows, transcripts and routing state

Khong cdu hinh gi thi OpenClaw chay ding modt agent: mid main, khoa phién
agent:main:main, khong gian lam viéc ~/.openclaw/workspace, trang thai &
~/.openclaw/agents/main/agent.

With nothing configured, OpenClaw runs exactly one agent: id main, session key
agent:main:main, workspace ~/ .openclaw/workspace, state under

~/.openclaw/agents/main/agent.

CANH BAO / WARNING — Khong gian 1am viéc 1a thu muc mic dinh, KHONG phai mot
hang rao cimg. Puong dan twong dbi quy vé trong d6, nhung duong dan tuyét dbi van cham
t6i chd khac trén may néu chua bat hop cat. Mudn cach ly that thi bat
agents.defaults.sandbox.

The workspace is the default working directory, NOT a hard boundary. Relative paths resolve inside
it, but absolute paths still reach elsewhere on the host unless sandboxing is enabled. For real
isolation, turn on agents.defaults.sandbox.
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8.2. Cac tép dinh danh trong khong gian lam vi€c cia agent — The identity files

inside an agent workspace

Mai 1an mé phién, OpenClaw doc mdt nhom t€p trong khong gian lam viéc va tiém ndi
dung vao dau cudc hoi thoai. Day 1a chd ban day tro 1y: no tén gi, ndi ning ra sao, dang

lam do viée gi, va biét gi vé ban.

Each time a session opens, OpenClaw reads a set of files in the workspace and injects them at
the start of the conversation. This is where you teach the assistant: what it is called, how it
speaks, what work is in progress and what it knows about you.

A

Tép
File

AGENTS.md

SOUL.md

IDENTITY.md

USER.md

MEMORY .md

memory/YYYY-MM-
DD.md

BOOTSTRAP.md

Vai tro
Role

Hudng dan van hanh: quy tic, thir
tu uu tién, cach cu xur

Operating instructions: rules, priorities
and how to behave

Tinh cach, giong noi, gidi han
Persona, tone and boundaries

Tén, phong thai, biéu tugng cua
agent
The agent's name, vibe and emoji

Mo hinh nguoi dung: théi quen,
cach lién lac, viéc dang lam

The user model: preferences,
communication style, active projects

Tri nhé dai han da chit loc
Curated long-term memory

Nhat ky tri nhé theo ngay, mdi ngay
mot tep
A daily memory log, one file per day

Nghi thirc chay lan dau, xong thi
X04

The one-time first-run ritual; delete it
once complete

Nap khi nao

When it is loaded

Moi phién, ké ca phién cua agent
con

Every session, including subagent
sessions

Moi phién

Every session

Moi phién; tao trong nghi thiic chay
lan dau

Every session, created during the first-
run ritual

Moi phién, c6 ngan sach riéng
4.000 ky tu

Every session, with its own 4,000-
character budget

Chi phién chinh, riéng tu; nhom va
kénh chung khong nap

The main private session only,; groups
and shared channels do not load it

Theo yéu ciu, qua cong cu tim tri
nh&

On demand, through the memory
search tools

Chi tao cho khong gian lam viéc
hoan toan maéi

Created only for a brand-new
workspace

Tép nao ciing co thé dai, nhung phan tiém vao hoi thoai bi cit theo han muc. Mic dinh
mdi tép tdi da 20.000 ky tu, dat & agents.defaults.bootstrapMaxChars; téng tat
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ca cac tép tdi da 60.000 ky tu, dat & agents.defaults.bootstrapTotalMaxChars.
Riéng USER.md gilt ngan sach riéng 4.000 ky tu, khong tinh chung.

Any of these files may be long, but the part injected into the conversation is truncated by a
budget. The default is 20,000 characters per file, set by
agents.defaults.bootstrapMaxChars, and 60,000 characters in total, set by
agents.defaults.bootstrapTotalMaxChars. USER.md keeps its own separate 4,000-
character cap outside those totals.

CANH BAO / WARNING — Nbi dung vuot han murc bi cit lang 1€. Mot t€p AGENTS . md
dai 50.000 ky ty nghia 1a qua nira s6 quy tic ban viét khong bao gid toi tay mé hinh. Viét
ngan, dua chi tiét xuéng memory/vvyyy-MM-DD. md dé céng cu tim tri nh¢ 14y khi can.
Content over the budget is cut silently. A 50,000-character AGENTS .md means more than half the
rules you wrote never reach the model. Keep these files short and push the detail down into
memory/YYYY-MM-DD.md, where the memory tools can retrieve it on demand.

Néu ban tu quan cac tép nay, tit viée tao tu dong béng
agents.defaults.skipBootstrap: true. Thiéu mot tép bat budc thi OpenClaw
chén mdt ddu béo thiéu tép roi chay tiép; thiéu USER.md hodc MEMORY .md thi bd qua,
khong bao gi.

If you manage these files yourself, turn off automatic creation  with
agents.defaults.skipBootstrap: true. When a required file is missing, OpenClaw
injects a missing-file marker and carries on;, when the optional USER.md or MEMORY .md is
missing, it is simply omitted.

MEO / TIP — Khong gian lam viéc 1a tri nhé cua trg ly. Dit nd trong mot kho git RIENG
TU dé c6 ban luu va lay lai dugc. Tuyét d6i khong dwa bat ctr thir gi dudi ~/ . openclaw vao
kho git — chd d6 chira kho4, phién dang nhap va ban ghi hoi thoai.

The workspace is the assistant's memory. Keep it in a PRIVATE git repository so it is backed up and
recoverable. Never commit anything under ~/ . openclaw — that directory holds credentials, sign-ins
and transcripts.

8.3. Chay nhiéu agent va dinh tuyén kénh vé dang agent — Running several

agents and routing each channel to the right one

Mot tién trinh gateway chay nhiéu agent cach ly nhau, mdi agent mot khong gian 1am
viéc, mot thu muc trang thai va mot kho phién. Tin nhin vao duoc dua téi dung agent
bang rang budc — mang bindings dit & cip gdc tép cau hinh.

One gateway process runs several isolated agents, each with its own workspace, state directory
and session store. Inbound messages reach the right agent through bindings — the bindings
array at the top level of the configuration file.
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e N\ N
agent “main” agent “work”
~/.openclaw/workspace ~/.openclaw/workspace-work
Telegram ca nhan Slack cong ty
Zalo Microsoft Teams
WhatsApp
g J \\ J

Rang budc khai trong mang bindings: { agentId: "work", match: { channel: "slack" } }

Hinh 20. Nhiéu agent trong mt gateway: mdi tai khoan kénh dwgc rang budc vé mdt agent, mdi

agent giir khong gian lam viéc va kho phién riéng

Figure 20. Several agents in one gateway: each channel account is bound to one agent, and each agent keeps its

own workspace and session store

Thém mot agent bang mot 1énh. Trinh hudng din hoi ludn c¢6 mudn tao rang budc hay

khong.

One command adds an agent. The wizard offers to create the binding at the same time.

openclaw agents add work
openclaw agents add work --workspace ~/cong-viec \
--model anthropic/claude-opus-5
openclaw agents add work --bind telegram:default --non-interactive
openclaw agents list --bindings
openclaw agents list --tree

-—-role <role>

--workspace <dir>

--model <id>

-—agent-dir <dir>
--bind
<channel [:accountI

dal>

--non-interactive

Gan vai tro c¢6 san kém ban mo ta cong viéc
Assigns a predefined role with its written role contract

Chi dinh khong gian lam vi€c riéng
Names a separate workspace

Dbat mo6 hinh chinh cho riéng agent nay
Sets this agent's own primary model

Chi dinh thu muc trang thai riéng

Names a separate state directory

Tao rang budc ngay luc thém; lap lai duoc nhiéu lan
Creates a binding at the same time; may be repeated

Khong hoi gi; bat bude cd —-workspace trir khi da cho vai tro

Asks nothing; requires --workspace unless a role is supplied

Mot rang budc 1a mot ddi twong gdm ma agent va diéu kién khop. Diéu kién khop c6 thé
1a ca mot kénh, mot tai khoan cu thé cta kénh, hodc mot nguoi gui cu thé.

A binding is an object holding an agent id and a match condition. The condition can name a
whole channel, one specific account of that channel, or one specific sender.
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{
bindings: [
{ agentId: "main",
match: { channel: "telegram", accountId: "default" } },
{ agentId: "work",
match: { channel: "slack", accountId: "*" } 1},
1,
}

« Rang budc chi tiét hon ludn thang. Thir ty tir hep t6i rong: ngudi giri chinh xac, ngudi
gui cha, ky tu dai di€n nguoi gui, may chi kém vai tro, may chu, nhém lam viéc, tai
khoan, kénh, réi méi t6i agent mic dinh.

The more specific binding always wins. The order runs from narrow to wide: exact peer,
parent peer, peer wildcard, guild with roles, guild, team, account, channel, and finally the
default agent.

« Nhiéu rang budc cuing mirc do chi tiét thi cai dimg trudc trong tép cau hinh thang.
When several bindings match at the same tier, the first one in configuration order wins.

« Rang budc bo tréng account Id chi khép tai khoan mic dinh, KHONG khép moi tai
khoan. Muén bao ca kénh thi ghi account1d: "*".

A binding that omits accountId matches only the default account, NOT every account. Use
accountId: "*" for a channel-wide rule.

« M6t rang budc khai nhiéu diéu kién thi moi diéu kién phai khop dong thoi.

When a binding sets several match fields, all of them must match.

CANH BAO / WARNING — TUYET DOI khong cho hai agent ding chung agentDir.
Hai agent chung mot thu muyc trang thai s& giam 1én ho so ding nhap va kho phién ctia nhau,
sinh 15i rat kho truy.

NEVER let two agents share an agentDir. Two agents on one state directory collide over auth
profiles and session storage, producing faults that are very hard to trace.

GHI CHU / NOTE — Quyén truy cp tin nhan riéng — ghép d6i hay danh sach tring — dit
theo tai khoan kénh, khong dit theo agent. Hai agent gin vao ciing mot s6 WhatsApp van
dung chung mot danh sach nguoi duge phép nhén.

Direct-message access control — pairing or allowlist — is set per channel account, not per agent.
Two agents bound to the same WhatsApp number still share one list of permitted senders.

8.4. Phién lam viéc: khoa phién, pham vi, khéi tao lai va nén ngir cinh —

Sessions: keys, scope, resets and context compaction

Phién 13 noi giit mach hoi thoai. OpenClaw dua mdi tin nhén vao mot phién dua trén noi
tin nhan dén tir d6. Moi trang thai phién do gateway s& hitu; giao dién web chi hoi
gateway chur khong tu gilt ban riéng.

A session is where the thread of conversation lives. OpenClaw routes every inbound message

into a session based on where it came from. All session state is owned by the gateway, the web
interface queries the gateway rather than keeping its own copy.
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Nguon tin nhin Phién nao nhén

Message source Which session receives it

Tin nhén riéng Dung chung mét phién theo méc dinh
Direct messages Share one session by default

Nhém tro chuyén Mobi nhém mat phién riéng

Group chats Isolated per group

Phong, kénh M&i phong mét phién riéng

Rooms and channels Isolated per room

Tac vu hen gio Phién méi cho mdi lan chay

Cron jobs A fresh session per run

Mo1 moc mot phién riéng

Webhook
conoo Isolated per hook

CANH BAO / WARNING — Mic dinh moi tin nhin riéng don chung mot phién. Néu nhiéu
nguoi nhén dugc cho trg 1y cua ban, tat ca ho chung mdt mach hdi thoai — tin cua ngudi nay
hién trong ngit canh ctia nguoi kia. Pat session.dmScope: "per-channel-peer" trudc
khi m¢ cho ngudi thir hai.

By default every direct message lands in one shared session. If more than one person can message
your assistant, they all share one conversation — one person's messages appear in another's context.

Set session.dmScope: "per-channel-peer" before opening it to a second person.

Gia tri session.dmScope Cach chia phién

session.dmScope value How sessions are split

main (mac dinh) Moi tin nhin riéng chung mét phién chinh
main (default) All direct messages share the main session

Tach theo nguoi gui, gop cac kénh lai

per-peer
Isolated by sender, across channels

Tach theo kénh va nguoi gui — lya chon duoc khuyén nghi

per-channel-peer i
Isolated by channel and sender — the recommended setting

per-account-channel- Tach theo tai khoan, kénh va nguoi guri
peer Isolated by account, channel and sender

Khéi tao lai phién — Resetting a session

Phién dung mai cho t61 khi ban tu khoi tao lai hodc bat chinh sach khoi tao ty dong. Mac
dinh 1 khong ty khoi tao lai: phién gilt nguyén ma, viéc nén ngit canh lo phan hoi thoai
phinh ra.

A session is reused until you reset it yourself or opt into an automatic reset policy. The default is
no automatic reset. the session keeps its id and compaction manages the growing context.
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Hanh vi

Behaviour
none (mac dinh) Khong bao gio tu khai tao lai
none (default) Never resets on its own

Sang phién mai vao mot gio dia phuong ¢d dinh,

session.reset.atHour, mdc dinh 4 gio sang; tinh theo lic phién hién
daily tai bit dau

Rolls into a new session at a fixed local hour, session.reset.atHour, default

4; measured from when the current session started

Sang phién mdi sau session.reset.idleMinutes phit khong cé
idle tuong tac that cua ngum.dung |
Rolls into a new session after session.reset.idleMinutes of no real user

interaction

GO /new hodc /reset trong khung chat; /new <model> vira mé phién
Bing tay moi vira d6i mo hinh
Manual Type /new or /reset in the chat; /new <model> starts a new session and
switches model at once

Khai déng thoi ca hai ché do tu dong thi cai nao téi han trudc s€ théng. Luot chay cua
nhip tim, cua tdc vu hen gid va cua su kién chay 1é€nh c6 ghi dit li¢u phién nhung
KHONG lam phién tré lai — nghia 13 mot tro 1y chi chay nhip tim sudt dém van bi khoi
tao lai dung gio.
With both automatic modes configured, whichever expires first wins. Heartbeat, cron and exec
system-event turns write session metadata but do NOT refresh reset freshness — so an assistant
that only ran heartbeats overnight is still reset on schedule.
{
session: {

dmScope: "per-channel-peer",

reset: { mode: "daily", atHour: 4 },

resetByType: { group: { mode: "idle", idleMinutes: 120 } },

by
}

Nén ngir canh bing 1énh /compact — Compacting context with /compact

Hoi thoai dai dan s& cham tran cira s6 ngit canh ctia mo hinh. Lénh /compact tom lai
phan da noi thanh mot ban gon rdi chay tiép trén ban gon dé, va bao lai ngan sach con du.
Thém chi dan phia sau, vi du /compact gitt lai cac quyét dinh va sb liéu,
dé néi r6 phan nao khong duge bo.

A long conversation eventually hits the model's context window. /compact summarises what
has been said into a shorter form, continues from that form and reports the remaining budget.

Add instructions after the command, for example /compact keep the decisions and
the figures, to say what must not be dropped.
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GHI CHU / NOTE — Hang phién va ban ghi hdi thoai nim trong

~/ .openclaw/agents/<agentId>/agent/openclaw-agent.sqglite. Ban luu trir cii
ndm & ~/ .openclaw/agents/<agentId>/sessions/. Chép may khac thi chép tép
SQLite, durng chép thu muc luu trir.

Session rows and transcripts live in ~/ .openclaw/agents/<agentId>/agent/openclaw-
agent.sqlite. Older archives sit in ~/ .openclaw/agents/<agentId>/sessions/. To move
to another machine, copy the SQLite file rather than the archive folder.

8.5. Bon ché do quyén cua phién lam viéc — The four session permission modes

Ché d6 quyén quyét dinh hai viéc cho mot phién: agent dugc doc ghi trong pham vi nao,
va ai duyét khi n6 xin chay mot 1énh ngoai pham vi cho phép. Ranh gidi 1a thu muc goc
cua phién — sessionRoot da ghi nhén, hodc khong gian lam vi¢c cua agent khi phién
chua ghi nhan gdc nao.

A permission mode decides two things for a session: where the agent may read and write, and
who reviews an escalation when it asks to run a command outside that boundary. The boundary
is the session root — the recorded sessionRoot, or the agent's workspace when no root has
been recorded.

CHE PO TRUY CAP TEP Al DUYET KHI CAN CHAY LENH

read-only Chi doc trong thu muc phién Khéng — moi 1énh bi tir chéi

guarded BPoc va ghi trong thu muc phién Ngu&i duyét, sau budc danh sach cho phép

workspace Doc va ghi trong thu muc phién Mb hinh xét duyét; ba lan tir chéi lién tiép thi chuyén cho ngudi
full Toan b 6 dia, khéng gidi han Khong ai duyét — chay thang

Hinh 21. Bon ché d§ quyén cia phién, tir chi doc tdi toan quyén
Figure 21. The four session permission modes, from read-only to full access

Quyén véi tép Ai duyét khi xin chay 1énh

Filesystem access Exec reviewer

Chi doc trong pham vi gdc phién;
cdc cong cu ghi bi gd khoidanh —yy o0 i enh bi tir chéi thing
read-only > ;

mue ) None, exec is denied
Reads under the session root only, the

managed write tools are omitted

. Mo NGUOI, sau khi :
Doc va ghi trong pham vi goc phién 91 CIOW NGO, pzm Wil gz Sudi

guarded : , tat danh sach tring
Reads and writes under the session root .
A HUMAN, afier the allowlist fast path
Mot md hinh ngdn ngir soat lai: cho
workspace Doc va ghi trong pham vi goc phién  phép, tir choi, hodc chuyén hoi ngudi
Reads and writes under the session root = An LLM reviewer: allow, deny, or ask a
human
Full Toan quyén hé thong tép Khong ai
Unrestricted filesystem access None
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Ché d6 full doi pham vi quyén operator.admin; ba ché d6 con lai doi
operator.write. Chon ché d6 ngay trong khung chat qua trinh don Execution
permissions, di dugc gitra chimg cong viéc.

The full mode requires the operator.admin scope; the other three require

operator.write. Pick a mode from the chat composer's Execution permissions menu, it can
be changed in the middle of a task.

+ O ché d6 workspace, khi bd soat bé‘mg mé hinh tir chéi, 1y do dugc tra vé cho agent
ma khong sinh thé hoi nguoi. Agent phai chon cach khac an toan hon hodc hoéi ban,
khong dugc tim duong lach.

In workspace mode, a reviewer denial returns a reason to the agent without creating a

human approval card. The agent must choose a materially safer alternative or ask you; it
must not work around the denial.

« Ba 1an bo soét tir chdi lién tiép thi 1énh thir ba dugc day 1én cho ngudi duyét. Mot 1an
dugc duyét s& dat lai bo dém.
Three consecutive reviewer denials escalate the third command to a human. One approval
resets the counter.

« Poi ché @6 giita ching s& huy cic yéu cau duyét con treo — huy chtr khong phai cho
qua. Viéc da ghi xong va tién trinh d3 chay thi khong quay lai duoc.
Changing the mode mid-task cancels pending approvals — cancels them, not grants them.
Writes already completed and processes already started are not rolled back.

CANH BAO / WARNING — Khong ciu hinh gi, khong bat hop cét, thi mac dinh 1a toan
quyén. Trudce khi ndi tro Iy vao mot kénh co nguoi la nhan duoc, dit ché do quyén cho 13
rang.

With nothing configured and no sandboxing, the default is full access. Set an explicit permission mode
before connecting the assistant to a channel strangers can message.

8.6. Bo cong cu theo ho so: minimal, messaging, coding, full — Tool profiles:
minimal, messaging, coding and full

Khoa tools.profile dit danh sach tring nén cho agent trudc khi tools.allow va
tools.deny can thiép. Pay 1a cach th nhat va nhanh nhat dé giéi han agent lam duogc
nhiing gi.

The tools.profile key sets a base allowlist for the agent before tools.allow and
tools.deny are applied. It is the bluntest and fastest way to limit what an agent can do.
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Gom nhiing gi

What it includes

.. Chi session status vd gateway véi riéng quyén cap nhat
minimal - g y g quy ap nhe
Only session status and gateway with the update action alone

Nhém nhén tin va nhom phién: gui tin, liét ké phién, tra lich str, goi agent con;
hep, chi danh cho tro chuyén

The messaging and session groups: sending messages, listing sessions, reading

messaging
history, spawning subagents, narrow, chat only

Nhoém tép, nhom thyc thi, nhom web, nhém phién, nhom tri nhé, hen gio, muc
tiéu, sinh anh nhac video
The filesystem, runtime, web, session and memory groups, plus cron, goals and

coding
image, music and video generation

Khong loc cong cu 161 va bat ludn cong cu tuy chon ciia phan mé rong. Day la
hd so trinh huéng din dit cho ban cai trén may ca nhan
No core filtering, and optional plugin tools are selected as well. This is the profile

full

local onboarding sets

Bo tréng tools.profile thi cong cu 18i khong bi loc, nhung coéng cu cua phan mé
rong ciling khong tuy bat. Chon full la chon cong cuy, KHONG phai cép quyén thuc thi
— trinh don Execution permissions & muc 8.5 médi quyét dinh cong cu d6 duoc 1am gi.

Leaving tools.profile unset also leaves core tools unfiltered, but does not opt into optional

plugin tools. Choosing full selects tools; it does NOT grant execution permissions — the
Execution permissions menu from section 8.5 decides what those tools may do.

GHI CHU / NOTE — Ba hd so hep déu kém cong cu gateway nhung chi véi mot hanh
dong: chay cap nhat. Cht may van xin cip nhat OpenClaw qua chat duoc ma khong mo
quyén doc ciu hinh.

The three narrow profiles all include the gateway tool with one action only: running an update. The
owner can still ask for an OpenClaw update from chat without opening up configuration reads.

8.7. Nhip tim: cho trg' ly chi dong Ién tiéng — Heartbeat: letting the assistant speak
first

Nhip tim 13 luot chay dinh ky trong phién chinh, d¢ mo hinh ty ra xem c6 gi can bdo ma
khong phai cho ban hoi. Py 1a thir bién OpenClaw tir mot hop hoi dap thanh mét trg 1y
theo doi cong viéc.

The heartbeat is a periodic turn in the main session, letting the model check whether anything

needs raising without waiting to be asked. It is what turns OpenClaw from a question box into an
assistant that watches the work.
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Maic dinh Y nghia

Default Meaning

30m, hoac 1h
khi dung dang Khoang cach giira hai lugt chay; dat "om" dé tat nhip
nhdp Anthropic  dinh ky

30m, or 1h with The interval between runs; set "0m" to disable the

heartbeat.every

Anthropic OAuth  recurring cadence

or token auth

Noi giri théng bao: mac dinh 14 tin nhan riéng cua
heartbeat.target owner chu méy

Where alerts go: by default the owner's direct message

Dit block dé chan han viée gui téi dich tin nhan

heartbeat.directP riéng
. allow
olicy Set it to block to suppress sending to direct-message
targets

B0 qua céc tép dinh danh cua khong gian lam viéc
trong luot nhip tim
Skips the workspace bootstrap files for heartbeat runs

heartbeat.lightCo Tht
ntext off

MBoi luot mot phién méi, khong mang theo lich st

heartbeat.isolate Tét N .
hoi thoai

dSession off
- A fresh session each run, carrying no conversation history
Gidi han nhip tim trong khung gio dia phuong, vi du
heartbeat.activel Khong dit tir 08:00 té1 24:00
ours Unset Restricts heartbeats to a local time window, for example

08:00 to 24:00

Nhip tim giri thong bao vé tin nhan riéng cta chii may, nén phai khai chii may 1a ai. Danh
sach chi toan ky tu dai dién khong xac dinh dugc chu.

The heartbeat sends its alerts to the owner's direct message, so the owner must be declared. A
wildcard-only allowlist does not identify one.

openclaw config set commands.ownerAllowFrom '["telegram:123456789"]"
openclaw cron list --all

openclaw system heartbeat last

openclaw system heartbeat disable

* Pat "om" chi tat nhip dinh ky. Mot su kién c6 dich van danh thic duoc mot luot chay,
vi du khi mot 1énh chay nén két thuc. Mudn tat ca phan d6 thi dat
tools.exec.notifyOnExit: false.

Setting "0m" disables the recurring cadence only. A targeted event can still wake one turn,

for example when a background command finishes. To stop that too, set
tools.exec.notifyOnExit: false.

« Luot danh thtrc theo sy kién bi chin tan sut: tdi thiéu 30 gidy giira hai luot, va mot
chét chéng don dap khi c6 ndm luot khai dong trong vong 60 giay.
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Event-driven wakes are rate limited: a 30-second minimum between turns and a flood guard
after five starts within 60 seconds.

« Trong ban ghi hoi thoai, luot nhip tim dugc danh diu [OpenClaw heartbeat
poll], phan biét véi lugt do 1énh két thuc, tac vu hen gi0 hay su ki¢n phién.
In the transcript, a heartbeat turn is marked [OpenClaw heartbeat polll, distinct from
an exec completion, a cron wake or a session event.

- Agent tra vé NO REPLY thi tin nhan di ra bi chan — déy la cch trg 1y im lang khi
khong c6 gi dang bao.
When the agent returns NO_REPLY, the outbound message is blocked — this is how the
assistant stays quiet when there is nothing worth raising.

CANH BAO / WARNING — Nhip tim 1a lugt goi mo hinh ¢6 tinh tién, chay déu dan ca
ngay lan dém. Trong luc con dang thir nghiém, dat
agents.defaults.heartbeat.every: "Om" roi bét lai khi di yén tam vé chi phi.
Every heartbeat is a billed model call, running day and night. While still evaluating, set
agents.defaults.heartbeat.every: "Om" and turn it back on once the cost is understood.

8.8. B0 chay agent: runtime nhiing, Codex, Claude CLI, Gemini CLI va

Copilot — Agent runtimes: the embedded runtime, Codex, Claude CLI, Gemini CLI and
Copilot

Bo chay agent 1a 16p thuc su diéu khién vong 1ip mé hinh: nhan 16i nhic, ddy mé hinh
sinh chi, xtr Iy cac luogt goi cong cu, roi tra luot d3 xong vé cho OpenClaw. N6 dé bi 1an
v6i nha cung cap vi ca hai déu hién ra quanh phan cau hinh mé hinh, nhung d6 1 hai ting
khéac nhau.

The agent runtime is the layer that actually drives the model loop: it takes the prompt, pushes the
model to produce output, handles native tool calls and returns the finished turn to OpenClaw. It

is easily confused with the provider because both appear near the model configuration, but they
are different layers.

Tang Vi du Nghia la gi

Layer Examples What it means

Cach OpenClaw dang nhap, do mo hinh va goi
Nha cung cap anthropic, openai, tén mo hinh
Provider github-copilot How OpenClaw authenticates, discovers models

and names model refs

M6 hinh claude-opus-4-6, gpt—- M0 hinh dugce chon cho lugt chay

Model 6-astra The model selected for the turn

B¢ chay agent openclaw, codex, Vong lap cAp thap thyc thi lugt d3 chuén bi
Agent runtime claude-cli, copilot The low-level loop that executes the prepared turn
Kénh Discord, Slack, Telegram,  Noi tin nhan di vao va di ra khoi OpenClaw
Channel WhatsApp Where messages enter and leave OpenClaw
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C6 hai ho bd chay. Ho nhung chay bén trong vong lap agent ctia OpenClaw: openclaw
dung san, cong cac phan mé rong nhu codex va copilot. Ho dong lénh chay mot tién
trinh  CLI cuc bd trong khi tén moé hinh van gitt nguyén dang chuan: khai
anthropic/claude-opus-5 kém agentRuntime.id: "claude-cli" nghia la
chon mo hinh cuia Anthropic nhung thuc thi qua Claude CLI.

There are two runtime families. Embedded harnesses run inside OpenClaw's own agent loop: the
built-in openclaw, plus plugin harnesses such as codex and copilot. CLI backends run a
local CLI process while the model reference stays canonical: anthropic/claude-opus-5

with agentRuntime.id: "claude-cli" means select the Anthropic model but execute it
through Claude CLI.

CANH BAO / WARNING — Kho4 agentRuntime. id dit trén timg nha cung cap hoic
tung mo hinh. Cac khod bd chay dat cho ca agent la dang cii va bi bo qua. Chay openclaw
doctor --fix dégd ching va viét lai tham chiéu mé hinh theo dang chuan.

The agentRuntime.id key belongs on a provider or a model entry. Whole-agent runtime keys are
legacy and are ignored. Run openclaw doctor --fix to remove them and rewrite the model
references into canonical form.

GHI CHU / NOTE — Chon bo chay khong quyét dinh viéc tinh tién. Khoa API ciia OpenAl
va tai khoan thué bao ChatGPT hay Codex vén 13 hai ngudn thanh toan riéng biét, di ciing
chay qua mot b chay.

Runtime selection does not determine billing. An OpenAl API key and a ChatGPT or Codex
subscription remain separate payment sources even when both run through the same runtime.
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Chuong 9. Cong cu va Ky nadng — Chapter 9. Tools and skills

Mo hinh ngdn ngir chi sinh ra chi. Mudn trg ly doc duoc tép, chay dugc 1€nh, gtri dugc
tin nhan hay tra dugc web, né phai goi céng cu. Cong cu la cac ham OpenClaw phoi ra
cho mo hinh; k¥ nang la céc t¢p van ban day mo hinh khi nao va dung cong cu nao. Hai
thir nay quyét dinh trg Iy 1am duoc viéc hay chi noi chuyén.

A language model only produces text. For the assistant to read a file, run a command, send a
message or search the web, it must call a tool. Tools are the functions OpenClaw exposes to the
model; skills are text files that teach the model when and how to use them. Together they decide
whether the assistant does work or merely talks.

9.1. Cong cu exec: agent chay Iénh thit trén may cia ban — The exec tool: the

agent runs real commands on your machine

Trong toan bd danh muyc cong cu, exec 1a thtr manh nhéat va ciing nguy hiém nhat. N6
chay mot 1énh shell trong khong gian lam viéc, va Iénh shell thi tao, stra hodc xo0a dugc
tép & bat cr ddu ma mdy chii hodc hdp cat cho phép. Tat cac cong cu tép nhu write,
edit, apply patch KHONG lam exec tré thanh chi doc.

Of all the tools, exec is the most powerful and the most dangerous. It runs a shell command in
the workspace, and a shell command can create, edit or delete files anywhere the selected host
or sandbox filesystem permits. Disabling file tools such as write, edit and apply patch
does NOT make exec read-only.

Ché dd chay 1énh Hanh vi

Exec mode Behaviour

Ttr choi moi 1énh

deny

Exec is denied outright

Chi 1énh nim trong danh sach tréng duoc chay; phén con lai bi chén,
allowlist khong hoi ai

Only allowlisted or safe-bin commands run, everything else is blocked without
asking

Lénh trong danh sach tréng chay théng; moi 1énh khac hoi mét con
ask nguoi
Allowlisted commands run directly; everything else asks a human

Lénh trong danh sach tréng chay théng; 1énh la duwgc mot mod hinh soat
va tra vé cho phép, tir chdi, hodc chuyén hoi nguoi

auto
Allowlisted commands run directly; a miss is reviewed by a model that returns
allow, deny, or ask a human

full Khong hoi gi theo chinh sach thong thuong

No ordinary policy prompts at all
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Mic dinh ciia may chu gateway va ctia nut thiét bi 1a full, nghia la khong hoi duyét.
Pay la diém ngudi moi hay bo sot. Khod tools.exec.host chon noi lénh chay: auto
quy vé sandbox khi hop cat dang bat va vé gateway khi khong; dit thing gateway
hoic node @& ¢ép. Han gid mic dinh mdéi lénh 1a 1.800 gidy, doi bang
tools.exec.timeoutSeconds.

The default for the gateway host and for a node is full, which means no approval prompts.
New users regularly miss this. The tools.exec.host key picks where a command runs: auto
resolves to sandbox when a sandbox is active and to gateway otherwise; set gateway or
node to force it. The default per-command timeout is 1,800 seconds, changed with

tools.exec.timeoutSeconds.

Trong khung chat, chi thi /exec cho ban xem va d6i thiét 1ap cua riéng luot chay do.
In the chat, the /exec directive shows and changes the settings for a single run.
/exec

/exec host=node node=worker-1
/exec security=allowlist ask=always kiem tra ket qua build

* Gui /exec host=... node=... mo0t minh thi phﬁn chon noi chay dugc nhé lai
cho ca phién.
Sending /exec host=... node=... on its own persists the placement choice for the
session.

« Hai tham sb security va ask chi 4p cho DPUNG tin nhin d6, khong giit sang luot
sau. Mudn dat chinh sach cho ca phién thi ding ché d6 quyén & muc 8.5.
The security and ask options apply to THAT message only and never carry to later turns.
For a session-wide policy, use the permission modes of section 8.5.

« Chi thi nay chi nghe 16i nguoi giri d3 duoc uy quyén qua danh sach tring kénh, qua
ghép d6i hodc qua nhom quyén truy cp.
The directive is honoured only for senders authorised through channel allowlists, pairing or
access groups.

« Khi phién da c6 ché do quyén, /exec chi SIET thém duoc chir khong néi ra. Go
/exec security=deny la chan 1énh cho luot d6 ngay ca trong phién toan quyén.
When a session already has a permission mode, /exec can only TIGHTEN it, never loosen
it. /exec security=deny blocks exec for that turn even inside a full-access session.

CANH BAO / WARNING — Mubn tit han kha nang chay 1énh thi phai chin bang chinh

sdch cong cu: tools.deny: ["exec"].Didt tools.exec.mode thanh deny 1a chinh sach
chay 1énh, khong phai 1a go cong cu khoi tay agent.
To hard-disable command execution, deny it through the tool policy: tools.deny: ["exec"].

Setting tools.exec.mode fo deny is an execution policy, not a removal of the tool from the agent's

hands.

GHI CHU / NOTE — Khoa tools.elevated la cira thoat cho phép chay 1énh NGOAI
hop cat, khai kém danh sach nguoi duge dung theo tung kénh. Chi thi /elevated
on|off|ask|full battit theo phién. Py 1a quyén cao nhét trong hé théng; chi mé cho
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chinh ban.

The tools.elevated key is the escape hatch that allows commands to run OUTSIDE the sandbox,
declared together with a per-channel list of who may use it. The /elevated on|off|ask|full
directive toggles it per session. This is the highest privilege in the system, open it to yourself only.

9.2. Chinh sach cong cu: cho phép va cAm — Tool policy: allow and deny

Trén nén hd so cong cu & muc 8.6, hai khod tools.allow va tools.deny chinh lai
ting cong cu mot. Luat don gian: cAm thang cho phép. Hai khoa nay khong phan biét hoa
thuong va nhan ky tu dai dién *. Ching duoc ap ngay ca khi hop cat dang tat, va ap
TRUOC luat caa hop cat — cong cu da bi cAm thi hop cat khong mo lai duogc.

On top of the tool profile from section 8.6, the tools.allow and tools.deny keys adjust
individual tools. The rule is simple: deny wins. Both keys are case-insensitive and accept the *

wildcard. They apply even when the sandbox is off, and they apply BEFORE the sandbox rules
— a denied tool cannot be reopened by the sandbox.

Cong cy duoc gom thanh nhom dé khai cho gon. CAdm ca mot nhom bang mot dong.

Tools are collected into groups so policy stays short. One line denies a whole group.

Cong cu trong nhém

Tools in the group

group:runtime exec, process, code execution
group: fs read, write, edit, apply patch
group:web web search, x search,web fetch
group:memory memory search, memory get
group:messaging message

, view image, image generate,music generate,
group:media - - -
video generate, tts, pdf

GrouD Ui browser, screen, theme, dashboard, terminal, portal, canvas,
’ show widget

group:nodes nodes, computer

Cong cu cia moi phan mé rong dang nap

group:plugins
Every tool owned by a loaded plugin

{

tools: {
profile: "coding",
deny: ["browser", "canvas"],
byProvider: { anthropic: { profile: "minimal" } 1},

by

}
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That ty 4p dung 1a: hd so nén, rdi hd so theo nha cung cip tools.byProvider, rdi cho
phép va cam. Khoa tools.toolsBySender siét thém theo ngudi giri cua luot hién tai,
khai theo dang channel:<channelld>:<senderId>, id:<senderId>, el64:<sb
dién thoai>, username:<tén>hodc "*".

The order is: base profile, then the per-provider profile in tools.byProvider, then allow and
deny. The tools.toolsBySender key narrows further by the requester of the current turn,
keyed as channel:<channellId>:<senderId>, id:<senderId>, el64:<phone>,

username:<handle>or "*".

CANH BAO / WARNING — Hai céng cu write va apply patch la hai ma riéng. Cim
write KHONG cdm apply patch. Mubdn chin moi dudng ghi tép thi cdm group: fs,
hoac liét ké di ca ba: write, edit, apply patch.

write and apply patch are separate tool ids. Denying write does NOT deny apply patch. To
block every path to a file write, deny group: £s, or list all three: write, edit, apply patch.

GHI CHU / NOTE — Trong ciing mdt pham vi cau hinh, khéng dugc khai dong thoi a1low
va alsoAllow; bd kiém céu hinh s& tir chdi va gateway khong khoi dong. Gop alsorllow
vao allow, hodc bd allow va dung cdp profile cOng alsoAllow.

Within one configuration scope, allow and alsoAllow cannot both be set; validation rejects it and
the gateway refuses to start. Merge alsoAllow into allow, or drop allow and use profile

together with alsoAllow.

9.3. K¥ ning la gi va tép SKILL.md viét ra sao — What a skill is and how
SKILL.md is written

K§¥ ning 13 tép vin ban day agent cach va lic nao dung cong cu. Mdi k¥ ning 1a mot
THU MUC chta tép SKILL.md: phan dau 1a khéi thong tin YAML kep giita hai dong ba
dau gach ngang, phan sau 13 ndi dung hudng din viét bang markdown thudng. OpenClaw
theo chuan mé AgentSkills, nén ky nang viét cho OpenClaw dung lai dugc & noi khac va
nguogc lai.

A skill is a text file that teaches the agent how and when to use a tool. Each skill is a
DIRECTORY containing a SKILL.nd file: a YAML frontmatter block between two triple-dash

lines first, then the instructions as ordinary markdown. OpenClaw follows the open AgentSkills
spec, so a skill written for OpenClaw can be reused elsewhere and the other way round.
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[ ] ~/.openclaw/workspace/skills/bao-cao-tuan/SKILL.md

name: bao-cao-tuan
description: Lap bdo cdo tudn tir nhat ky céng viéc trong thu muc 1am viéc
user—invocable: true
metadata:
openclaw:

requires: { bins: ["pandoc"] }

Khi nguoi dung xin bao cao tuén:

1. Doc cac tép memory/*.md cla bady ngay gélw nhat.

2. Gom theo ddu viéc, bd viéc tring.
3. Xuht ra {baseDir}/mau-bao-cao.docx rdi

Hinh 22. Céu tric mét té¢p SKILL.md: khoi YAML khai tén va mé t, thin markdown 1a phian
hwéng din agent
Figure 22. The structure of a SKILL.md file: a YAML block declaring the name and description, with the markdown

body holding the instructions

Baén t0i thiéu chi can hai trudng: name va description.
A minimal skill needs two fields only: name and description.

name: image-lab
description: Generate or edit images via a provider-backed
image workflow

When the user asks to generate an image, use the
‘image generate’ tool...

Reference files stored beside this skill with {baseDir}.

Trudng description 1a thir md hinh doc dé quyét dinh c6 goi k¥ ning nay hay khong.
Viét n6 nhu mdt cau ta rdo viéc va hoan canh sir dung, dung viét mot cum danh tir cut lan.

The description field is what the model reads to decide whether to invoke the skill. Write it as
a sentence naming the task and the circumstances, not as a bare noun phrase.

CANH BAO / WARNING — Tén k¥ ning va 1énh gach chéo cta no ldy tir trudng name,
hodc tir tén thu myc khi thiéu name. Pudng dan thu muyc chi dé sap xép cho gon, khong tham
gia dat tén.

The skill's name and its slash command come from the name field, or from the directory name when

name is missing. The folder path is for organisation only and plays no part in naming.
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9.4. Cac trwong khai bao trong SKILL.md — The frontmatter keys of SKILL.md

Maic dinh

Tac dung

name

description

homepage

user—-invocable

disable-model-
invocation

command-dispatch

oS

Default

Bit budc
Required

Bit budc
Required

Khong dat
Unset

true

false

Khong dat

Unset

Khong dat
Unset

Effect

Tén k¥ nang, ciing la tén 1énh gach chéo

The skill name, which is also the slash command name
M5 ta ¢é mo hinh biét khi nao dung

The description the model reads to know when to use it
Dia chi web hién & muc Website trong giao di¢n k¥
nang

A URL shown as Website in the skills interface

Phoi ky nang thanh mét 1énh gach chéo cho ngudi dung
goi

Exposes the skill as a user-invocable slash command

Dit t rue dé gitr huéng dan cta k§ ning ra ngoai 1oi
nhic thuong; ky nang van goi dugc bang 1énh gach chéo
Set it to true to keep the skill's instructions out of the normal
prompt; the skill remains available as a slash command

Dit tool dé 1énh gach chéo di théng to1 mot cong cu,
bo qua mo hinh

Set it to tool so the slash command dispatches straight to a
tool, bypassing the model

Loc ctiig theo h¢ diéu hanh: darwin, 1inux, win3?2
A hard platform filter: darwin, 1inux or win32

Khéi metadata.openclaw loc k§ ning ngay lic nap. K§ ning thiéu thir né can sé
khong duoc nap thay vi nap rdi hong giita ching.

The metadata.openclaw block filters skills at load time. A skill missing what it needs is not
loaded, rather than loading and failing halfway.

metadata:
{
"openclaw":
{
"requires": { "bins": ["uv"],
"env": ["GEMINI API KEY"],
"config": ["browser.enabled"] },
"primaryEnv": "GEMINI API KEY",
by
}
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Piéu kién Phai thoa gi

Requirement What must be true

. . Moi churong trinh liét ké phai c6 trén duong dan PATH
requires.bins
Every listed binary must exist on PATH

. : it nhat mot chuong trinh trong danh sach c6 trén PATH
requlires.anyBins

At least one listed binary must exist on PATH

Moi bién mai trudng liét ké phai ton tai

requires.env ) i ) )
Every listed environment variable must exist

: : Moi dudng dan khod trong openclaw. json phai cé gia tri ding
requires.config
Every listed openclaw.json path must be truthy

primaryEny Tén bién moi trudong gan véi skills.entries.<name>.apiKey

The environment variable name tied to skills.entries.<name>.apiKey

Dit true dé bé qua moi diéu kién trén, trir loc hé diéu hanh
always

Set it to true to bypass all of the above, except the OS filter

MEO / TIP — Trong than ky ning, viét {baseDir} dé tré téi chinh thu muc chira ki ning
d6. Nho vay k¥ nang kém theo tép mau, tép dir liéu hay script phu ma khong phai ghi dudng
dan tuyét d6i — duong din tuyét ddi s& sai ngay khi chuyén sang may khac.

Inside the skill body, write {baseDir} to point at the skill's own folder. A skill can then ship with

templates, data files or helper scripts without hard-coding an absolute path — an absolute path
breaks the moment the skill moves to another machine.

9.5. Thur ty nap k¥ niang va mirc wu tién — Skill loading order and precedence

OpenClaw quét nhiéu thu muc dé tim k¥ nang. Trung tén thi ngudn c6 muc vu tién cao
hon thang, ngudn thap hon bi che. Nho vay ban ghi dé duoc mot k¥ ning dong géi sian
bang ban stra riéng dit trong khong gian lam viéc, ma khong phai stra vao ban cai.

OpenClaw scans several directories for skills. When a name appears twice, the higher-

precedence source wins and the lower one is shadowed. This lets you override a bundled skill
with your own edited copy in the workspace, without touching the installation.
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